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Another region comprised large-
ly of manufacturing and heavily
energy-intensive industries may
have an extremely large energy
multiplier effect.

The point to be made here is
that the energy company neither
sees nor has incentives to in-
sure against such additional
costs.

If that is the case, regional
authorities (with the power to
intervene if necessary in ener-
gy or other risk planning)
should consider prudent risk
profiles for the region. If
these authorities determine
that risk profiles are unusual-
ly low, they may conclude that
companies have over-invested in
risk avoidance and elect lower
reliability im their energy
supply or seek less investment
in emergency preparedness by
energy customers in that re-

gion. Conversely, to the ex-
tent these authorities deter-
mine that risk profiles are too
high, they may attempt to en-
courage more investment in em-
ergency preparedness--either by
the energy companies or by
their customers, whichever is
most cost-effective.

Risk AvoIDANCE-NATIONAL LEVEL

While economic consequences in
one form or another are the
primary bases for risk planning
by companies and regional au-
thorities, they are not the
primary concern of the federal
government. National security,
while philosophically attrac-
tive as a goal of federal risk
planning, is not easy to quan-
tify. Rather, federal risk
planning is more subjective.
That is, most energy end-users
benefit from risk avoidance
initiatives by companies and
regional authorities However,
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cnly selected end-users whose
functions are considered essen-
tial to national security and
whose operations must not be
interrupted for any reason {(in-
cluding lack of energy) may be
of critical federal concern.

Referring to Figure 5 (Risk
Avoidance-National Level), as
before, the gap between the
Gross Regional Product and
National Security curves re-
flects the national security
multiplier for the region. It
is likely to differ for each
region, depending on the compo-
sition in that region of end-
users whose continued opera-
tions are considered essential
to national security.

In this context, the meaning of
the term 'national security’ is
meant to be very broad. It is
meant to include not only the

‘national defense’ but also
any other function which soci-
ety considers essential (e.g.,
telecommunications, medicine,
police and fire protection,
electronic banking, transporta-
tiony. These minimum essential
uses of energy have, on occa-
sion, been referred to as ‘the
sinews of socigty’.

Figure 6 {Sample NSEP Funct-
ions) provides a sample of
functions considered to be es-
sential.

Ov L NCEPT 0f OPERATIONS

While the common goal of con-
tingency planning by each agent
is to reduce emergency risks to
acceptable levels, each has a
different objective in mind:
the company to assure its cor-
porate success; state and re-
gional government(s) to protect
the regional welfare; and,

FIGURE 5: Risk Avoidance—Mational Level
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FIGURE 6:

NATIONAL SECURITY LEADERSHIP/POSTURE

Sample NSEP* Functions

PUBLIC HEALTH & SAFETY

» CRITICAL CRDERWIRE OR CONTROL SERVICE
s THREAT ASSESSMENT & ATTACK WARNING

s WORLDWIDE DIPLOMACY

s WORLDWIDE INTELLIGENCE

* C2 OF MILITARY FORCES

* MILITARY MOBILIZATION

e CONTINUITY OF GOVERNMENT
» SPACE OPERATIONS

* RECOVERY

MAINTENANCE OF LAW & ORDER

* LAW ENFORCEMENT

s MILITARY ASSIST. TO CIVIL AUTHORITIES

* PROTECTION OF INDUSTRY FACIUITIES

» TRANSPORTATICN

MAINTENANCE OF NATIONAL ECONOMIC

PQSTURE

* MAINTENANCE OF MONETARY SYSTEM

® RATIONING

* ENERGY/STRATEGIC MATER!IALS

® TRANSPORTATION

the federal government to pro-
mote national security and eco-
nomic stability. The primary
difference among their individ-
ual objectives is the risk each
finds acceptable. Since it is
likely that risk reduction mea-
sures undertaken by any one of
the agents also will Dbenefit
the others, it seems to make
sense for them to combine
forces and work together. Un-
fortunately, while there may be
isolated exceptions, this is
generally not the case, and so-
ciety is more likely to pay too
much for risk insurance or be
underinsured.

One way (probably of many) to
overcome this is shown in

Figure 7 (Overall Concept of
Operations). The concept envi-
sions a conscious effort on the
part of all agents to identify
potential emergency incidents,
both natural and man-made, and
then to coordinate risk reduc-

~92_

¢ POPULATION WARNING

o CONTINUITY OF STATE/LOCAL GVT.
* MEDICAL DISTRIBUTION
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* CIVIL AIR TRAFFIC CONTROL
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» FOQD/ESSENTIALS DISTRIBUTION
¢ ENVIRONMENTAL HAZARDS
* TRANSPORTATION

* National Security Emergency Preparedness

tion and emergency response
preparations accordingly.

Using a team approach, each
agent would pursue emergency
preparedness objectives and

integrate them with the plans
and risk reduction initiatives
of each of the others. Such
coordinated planning will as-
sure that all pertinent emer-
gency events are considered,
practical solutions are devel-
oped, regulatory matters are
addressed, and a workable plan
exists prior to the onset of a
crisis.

An additional advantage of this
approach is that each agent
will have a clearer understand-
ing of the level of built-in
preparedness and, therefore,
the type and extent of emergen-
cy response measures which may
be prudent. It is possible,
after all, to exacerbate the
consequences of an emergency by



FIGURE 7: Overall Concept of Operations
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responding improperly--in spite
of preparedness initiatives
which may have been in place.

SUMMARY

This article has introduced the
notion of a spectrum of emer-
gencies and discussed the im-
portance of emergency pre-
paredness, especially from an
energy perspective. Dis-
tinctions have been drawn be-
tween the prospective value of
emergency preparedness initia-
tives as seen by three separate
agents; namely, energy compa-
nies, states and localities,
and the federal government.
The wisdom and value of a col-
lective and coordinated ap-
proach by these agents to emer-
gency preparedness has been
discussed. An operational pro-

gram has even been suggested as
a way to begin the coordination
process.

The point has been made that
emergencies occur or not based
on their own clock. An on-go-
ing regional or national inci-
dent does not mean it’s 1mpos-
sible for a local or other
emergency to occur simulta-
neously.

The time needed for a co-
ordinated approach to emergency
preparedness may add a little
to its cost, but the benefits
could be enormous. It's still
not too late if we begin now.
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