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ABSTRACT

This paper presents a simplified methodology for assessing the
chronic health risks caused by discharge of toxic poliutants to surface
water bodies. The methodology has been incorporated inte a microcomputer
program {WTRISK) and includes simplified transport models for atmospheric,
overland, and surface water media, as well as procedures for calculating
exposure rates through alternative pathways and the consequent chronic
health risks. The program can be used to make preliminary calculations of
potential risks and to estimate the uncertainties in the results. With
this information, the risk amalyst can evaluate discharge problems and
determine where additiomal data or more detailed amalysis are required.
The approach has been applied te a case study witéere an effluent containing
selenium was discharged from an existing coal-fired power plant. The
analysis found that incremental exposure rates and health risks are
negligible and that the simplified approach can be used to assess the
bounds on potential risks.
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BACKGROUND

The health risks associated with the discharge of toxic pollutants
from industrial sources have become the subject of growing concern within
industry and government agencies at the federal and state level. Federal
legislation to regulate these emissions includes the Clean Air Act, Clean
Water Act, and the Resource Conservation and Recovery Act of 1976. In the
context of deriving specific environmental regulations, government
agencies and industries have recognized the need for a relatively simple
approach to caleulating the health risks of toxie discharges into the air.

Disclaimer: The opinions expressed in this paper are not
necessarily those of EPRI or its members.



Although researshers have develcped many specifie computer models for
riSE AsseSInent, most of these models ave vet suitalle foe first order or
preiiminsry analysis. Currently available codes are generally complex,
data-1ntensive, and expensive to run. They camnot be rasily transferreaq
between cOmMputer systems or used by people, obher than thair developers,
witkout 1engthy preparation and instructien. Moreover, because Lhey are
enpensive and difficult to use, these codes may not pe suiktaole for the
large-acale sensitivity analyses needed 1in the initial phases of a study
whon specific costs and benefits bave not been @stabiished [Ricci, 1985}

Recognizing the need for & simplifiea, lntegrated approach to health
risk assessment, the Electric Power Research Institute {EPRI) hegan
supporting the Rand Cerperatlon 1n the dewelopment of such a tool. The
goal was to develop a computer model that could be sasily applied to a
wide variety of effluent discharge prablems. The approach considers the
chronic health risks assoclated with texic emissions to all environmental
medaia, bubt 1= directed primarily toward discharges to surfarce water and
associated riposure pathways. Moreover, it 1s oriented tadard the needs
of bthe potential user, pasily transferred Lo other locations and campuier
zystems, and it 1ncorparates existing models whenever possiple.

Artrough ageveZoped primarily for che electrlie utilivy industry, the
program can be used in those sitlatiaons invelving discharges from either a
peint source or a limited area. It has neen apgliga to two hypothetleal
case studles and one actual case study of arzenic and selepilum discharges
from coal-fired power plants, These soudi2s bave he ped £o improve the
models and have demonstrated how the appreack cmn be apolied ta actual
situations. The overall approach and details of the compuber program and
ease studles arse described fully in Bolten et al. (1983, 1GERY .

The methodology of the program should be used in preliminary
analysis, where ita cgnyenlence anc low oost facilitates rapid and
exrensive sensitlvicy aca-¥s18. <sing the moagel, the analyst can estimale
upper and lower bounds faor pal.utart concentraticns and the consequent
exposure rates. These results and others can be used to improve
understanding ang defin:tion of the preblem, eilminate Lrnimportant
pathways, and 1solate those areas whnere agdisional, more 1ntensive
research i necessary, Spec:fieally, the models could be usad to (1}
prepare for regulatory and liecensing proceedings, (2) support site
seioctian, [3) prepare envwirormental impact reportsz, (4) facllitate long-
term envirdnienkzl planning, (5) study the effect of alterpative
regulatory formulations, ard 151 rcspond £o public concerns about current
or future lssues.

DESCRIPTION QF THE APPROACH

Risk caleulations should be perfarmed within a well-understood
pontext. More specifically, one must rirst define the exisTing ar base
pase situabion, to serve as a reference for all subsequent ri3k
aalpnlarions.  Within th:is eentext, background pellutant cencentrakians,
e¥posure TALEs, and healtn riEks snouid pe determined. Hth Shese
results, the marginal changss in pollutant concentrations, exposure rates,
and chronig health risks for a.l alterpative discharge ratos and
pancentratlons can be picLlated ard compar‘cd.

Rigk Assessment Framework

4s shown in Figure 1, the general risk assessment Framework consists
of fiye distirct stages: (1) plant amigsinons, {2) enviromnmental framspart,
f3) exposure aralysis, (4) toxicology and pharmacokinetics, ard [5) dose-
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response anslysis. To assess the risk asscciated with emission of a toxic
pollutant from a gpecific source, models, measured data, or a combination
of both are used at each stage of the analysis. The frarowork 15 designed
to permit use of alternative models at the different stages of the
analysis, depending on the problem and the specific censtraints of the
situabtion., [n this paper, we are most concerned with the two alternative
levels available in the environmental transport analysis--ievels I ama I0.

Levels of Analysisz

The environmental transpeort analysis takez the rate and concentratien
af the discharge from the =zource Lo each environmental medium and
calculates the distribution of pollutant in the enwirocnment surrounding
the source. As shown in Fig. 1, these caleulatiens can ae performed at
either of two levals. The Level I caipulations use simplified transport
madels. Thess models can be set up and operated by people Jith a basic
ungderstanding of transport processes and a knowledge of the particular
pranlem. The models require limited amounts of aggregated data and can be
run quickly and cheaply. They are designed to be uged with extensive
sensitivity analysis of key parametera.

The assumptiong ang zimpl fications made in these models may cause
them to be l2ss realistic and could lead to significant errors if they are
not used corréeetly. The apalyst should he aware o9f the lLimitations of tne
models and data and must realize that these zumpl.fied calculations are
best ugad in sensitivity analysis for tme purpese af (1) defining the
proglem, (2) generating upper and lower bounds on resuits, wnd {3}
investigating the zensitivity of results to variations in inpuks and model
parameters,

Tha Level Il calcuiakbions use the more traditional complex
environmental tramsport models. such as EXAMS, ARM, SERATRA, ISC, and
others (Bolten et al., 1983%; Tmishi et al., 1982). These models, although
they may produce more realistie results Ln sperific cases, cannot be run
eams1ly and cheaply. They are complex and reguire specialized knowledge
and significant effort for operation om a computer =yasem. They also have
extensive data requirements that must be met 1f the models are to be used
va their full advantage. Because of the costs and diffienity of using



these Level 1I models, they are not suitable for extensive sensitivity
analysis, particularly at the peginning of a study.

The results of either level of environmental transport analysis will
be the distribution of pollutant concentrations in the environment around
the source, These concentrations can then be used in the exposure
analysis to calculate population exposure rates as a function of exposure
pathway, location, and other characteristics. The toxicological and
pharmacokinetic analysis of the pellutant should be considered to develop
the appropriate health effects from the population data and the calculated
exposure rates. Although this approaeh would normally invoive the use of
dode-response relationships, in many cases health data or pollutant
characteristics may not suffice for this type of analysis and other
approaches become necessary.

In addressing a discharge problem, the analyst should follow a
specific strategy. The first step 1s to define the situation, including
those factors and alternatives that will be modeled, given the problem and
the objectives of the analysis. After collecting relevant data, the Level
I transpert models should be used to calculate pollutant concentrations,
exposure rates, and health risks for the nominal situation and
alternatives. This step of the anmalysis can help the analyst to define
the problem more clearly and determine data regquirements more preclsely.
Next, the Level I modeis should be used in extensive sensitivity analysis
involving all stages of the risk assessment process. The results of this
step are upper and lewer bounds on the concentrations, exposure rates, and
health risks. These bounds should provide a guantitative description of
the relative importance of different environmental and exposure pathways
and allow the analyst to bound the problem acecurately.

These results may show that there is no emissions problem (L.e.,
significant health risk) even under worst-case assumptions. However, if
the results do i1ndicate a potential problem or are ambigucus, then more
intensive analysis with the Level II environmental models is required. In
this case, the Level I analysis provides information to improve alloecation
of resources to the varlous aspects of the problem. If the upper bounds
determined in the Level I anzlysis indicate that certain pathways or
em1ssions are not important, subsequent work can concentrate on those
areas of the analysis where the Level I results show a problem.

WTRISK Model

To facilitate the process of assessing chronic health risks, we have
developed a computer program that can be applied to a wide variety of
problems. This program. called WIRISK (WaTeR RISK). includes (1)
simplified models for transport in the air, overland, and surface waters;
(2) exposure models for all significant pathuways; and (3) six dose-
response functions. The program allows the user to specify a reglon in
terms of geographic or representative areas with appropriate populations
separated by age, sex, or other characteristies. Exposure rates can be
calculated by population group, location, and speeific pathway for up to
five pollutant species simultanecusly. Although the species must act
independently in the transport and exposure caleulations, their effects
can be aggregated in the dose-response calculations.

Using WTRISK, an analyst can perform Level I investigations of peant
source or indireet atmospheric emissions and surface water discharges,
including the transfer of pollutant between media. Although the program
does not incerporate simplified transpert models for saturated or
unsaturated grounawater, 1t does proviae for tne contamination of surface
waters from the groundwater. The atmospheric transport component includes



a simple Caussian plume model and a distributed scurce model. Surface
water transport calculations can be performed for either rivers and
streams, or lakes with some thermal stratification. The overland model
partitions total pollutant deposition (atmospheric and irrigation} into
runoff, iafiltration, and retention in surface seil layers.

The exposure analysis section of WTRISK calculates total exposure by
intake route for the population surrcunding the emission souree. The
calculation involves summing the exposure from each separate pathway to
the three intake modes: inhalation, i1ngestion, and dermal contact.
Inhalation exposure is caleculated from the distribution of air pollutant
concentrations. Ingestion exposure 1S determined for consumption of
drinking water, atmospheric particulates, agquatic organisms, and animal
and vegetable products, Dermal exposure can be calculated for exposure to
air poilutants as well as treated or untreated waters.

The health effeect calculations use the exposure rate results to
estimate the increased risk {over background) of a particular chronic
toxic response {or set of responses). To caleculate this estimated risk,
one must use statistical or statistical-biclogical models relating the
dose presented to a human or test animal to the increased probability of
toxic response per unit of exposed popuiation. Because we are concerned
with chronie {iong-term} rather than acute effects, the code (and its
associated methods) are focused on dose-response relationships for
chemical carcinogens.

The WTRISK model incorporates six dose-response functions. Parameter
values (potency) for these must be supplied to the program, and must be
estimated through off-line calculations or obtained from the literature.
The s1x models i1ncluded in the program are the one-hit, multihit,
multistage, Crump, probit, and Weibull models. Because none of these
dose-response functions can be said to have a superion melecular and
biologic-biochemical basis (Riecel and Molten, 1985}, alternative, but
biologically plausible, funetions should be used whenever possible to
provide alternative estimates of the adverse health effects. This 1s
particularly true because some functions generate either high or low
response rates for a given dose. Unfortunately, for many of the toxic
pollutants, the available data may not be sufficient in quantity or
quality to estimate the necessary parameters for some of the more complex
models. As a result, the analyst must make use of experience and
Jjudgment

Uncertainty Analysis

Quantitative risk assessment ceals with, and has long been plagued by
uncertalnty. An analysis may have little meaning and questionable value
1n setting or meeting regulations 1f 1ts results have an uncertainty of
several orders of magnitude Unfortunately, this may freqguently be the
case when determining the chronic health effects of toxic pellutants
Even 1f the overall uncertainty in an analysis cannot be reduced, it 1is
incumbent on the analyst to obtain and portray some measure of Lt. If the
sources of uncertainty in the results can be determined, it may be

These models may equally well be used to estimate the prevalence of
other chronic diseases such as liver or kldney necrosis, teratogenicity,
or fetotoxicity, so long as a threshold is not apparent and the cellular
an¢ organism responses are replicated by the dose-response functiens
chosen (Ricei and Molton, 1985).



possible to improve the analysis in those zreas.

The WEIRISK program can be used to assess how errors in fthe inout and
parameter values required by the variouas models contribute to whe owerall
upecrtaincy in results--the health risk. & number of theorctical
approaches have been applicd to the problem of quantifying uneertainty
associated with inpat ané paramgser values, Although Cox and Baybutt
{1981} address five alternative methoda, aseveral cthers have been
dizseussed in thke literature. Eight metheds, including (1) amzlytic
tegrpiques, [2) Monte Carle simulatlon, (3) respense surfaps amalysis, (4}
differential sensitivity analysis, {5) confiderce intervals, (6} extreme
values, (7) linear propagation of srrors, and (8] simple sensitivity
analysis have been considered in our work (Bolten et al., 1983). HNot all
of thess approaches are useful for the complex problem of risk assessment,
and esch has relacive advantages and disadvantages.

OfF these alternatives, five could reasonably ke used in risk
agmessment. These are ¢1) response =urface analysis, (2} differential
sensitivity analysis, £3) extreme values, (4) linear prapagation of
errors, and (5] simple zemsitivity analysis. If an analysis lis
constrained by limited resources, a simple sensitivity amalysis is
reasonable. In this approach, the analyst mskes thiree painc astimates of
each parameter {a "best" estimate, a low, and a high value} rather than
using a distr{bution of walues. During the investigation, the analyst can
chserve how changes in the valuegs of each parameter {between the low,
best, ang high estimates), one at a time, affect the results. For the more
sersitivs patameters (i.e., those that have greater influence on the net
rizk}, simultanecus changes in two or three paramsters can be made. Thus,
sensitivity analysis can be considered as inforzal urcertainty analysis.

It would be much toa laborjous, in most cases, to perform ssasitivity
analysis on €ach paraméter or pairs, given their number. To reduca the
number of perturbations, the analyst should use the models and data to
establish which (among all parameters) meet two conditions: (1) they
might significantly affect the results, ang (2) their values are not well
estahlished and have larze uneertzinty. These selected parameters can
then be perturoed.

APPLICATION TO A CASE STUDY

To demonstrate how the everall rlsk analyais framework and the WTRISK
program could be used, Wwe have applied them to two simplified,
illustrative case studies and to ome actual case study. The simplified
studies, described in Bolten et al. (1983, %83, vonsidered a
hypothetical coal-fired power plant of 500 MWe generating capacity sited
near rivers in Washingson and Bebrasta. These studies looked at
discharges of araenic and selenium into the air, surface water. apd
groundwater. The actual case study, discussed in Bolten ang Resstar fto
be published), considers the digcharges of gelenium into surface waters by
a coal-fired power plant in Pennzylvania. The utility (Fennsylvania Power
and Lignt Company} “hat operatas this power plant {the Montour Steam
Electric Station) iz currently undergoing permit review for the surfacs
watar discharzes.

The analysis was, by design, limited to the chronic health riaks
associated with seleniuh discharged From the waste treatment basim at the
Montour plant. The plans, lacated north of the junetion of the West and
Kerth Branches af the Susquehanna River, discharges into the Chillisguague
Creck, Which subaequently flows into the Susquenhanna. Expasure pathuays
considered in the analysis included the corsumption af treated drinking



water and fish obtained from the Susquehanna. These tWo jpathways are used
by the Envirormental Protection Agemey 1n its determimation of the water
quality oriterion for selemium [EPR, 1980a).

Approach

Once the basic problem had been defiped mnd inmitial bounds were
placed on the analysls, The appraach used in the Montour case study
followed the general procedurs developed in the previous two hypothetical
cases, The steps in this analysis were as follows:

. Daseribe Montour water systems, calculate from mass balance
analysis the selenium discharge rates, and compare these
calenlated rates with discharge coheentration measurements.

. Specify the base caze (nominal diseharge rate) and alternatives
to be conzidered.

. Determine the hydrologic characteristies of the affected surface

waterways {(Chilllsquague Creek and Susqueharna River) and find

background selenium concentrations.

Specify the esposure pathways and colleet appropriate data.

Identify the exposed population [or each pathway.

Define the health effests analysiz and method of caleulalion,

Use WTRISK (including Level I transport models) ta calculate

selenium concentrations, exposure rates, and nealth effects for

the base case and its alkernatives.

. Perform mensitivity analysls for the trangport, C¥posure, and
health effects calculations,

" Kefine or revise the aralysis as necessary on the basis of all
resulits, including the sensitivity analyses.

* B & 9

Aszumpt 1ons

The amalysls was based on a number of asaumptlons That simplified the
caleulations. The primary assumpticns, mast of which were supported by
preliminary analysis, ineludes

. There is ne alghificant eonkrlibution to surface waters from plant
selenmiun emizsions in stack discharge or leaching from disposal
ponds and landfills.

. Processes removing selenium from surfaece waters or changing its
chemical form can be approximmted by first order relationships.

L The exposed populakion ineludes only thoge people who regularly
comaame either drinking water or fish obtained from the
Susquebhanna or Chillisquaque downstream from the dlscharge peins.

. The health effect of concern was 3elenasis rather than cancer.

Because no doge-responseé potencies have baen estimated for selenosis,
the health effects caleulations wWere based on tha threshold ingestion rate
approach deseribed in the Environmental Protection Agency waker gualikby
eriteria document for selenmium {EPA, 1980a). Using literature data, We
modeled the distribution of selenium copsumptlon in bhe population with a
log normal probability distribution functica. Tne fraction of the exposed
population that might be s¥pectea to exeéed tne selenosis threshold
(calsulated by the EPA to be 7.0 mgsday), given a particular mean
ctnsumption rate and the estimated standard deviation of the aistribubtien,
was then caleulated. Flant emiszions affect the mean cohsumption rate by
shifting the distribution teward higher or lower consumpbion levels, in
turn, changing the Tumber of people that might exceed the threshold. The
shifts were alao modeied and found mot te unduly change the exosss
risks. The ealoulated population euposure rates were thus translated inta
an equivalent chronic health risk. We discuss these results nexr.



Results and Sensitivity Analysis

In the analysis, the transport calculations were separated from the
exposure and health effects work. This permitted the identification of
those parameters that affect each aspect of the calcuiatiens, as well as
the overall risk estimates. The results of the sensitivity studies of
selenium transport were used as inputs to the semsitivity amalysis of
exposure rates and health effects, aleng with variations in the exposure
and health effects parameters. In general, the primary parameters in the
analysis were the (1) river flow rates, {2) effectiveness of drinking
water treatment processes, (3) imgestion threshold for selenosis, and (4)
background level of selenium in the general diet.

The results of the basiec caleulations and sensitiviiy analysis of
selenium concentrations along the Susquehanna River are summarized in
Table 1. These results show that selenium concentrations were not
increased significantly in the Susquehanna, the only waterway that both
receives piant discharges and affects population exposure to sélenium.
with leng-term mean flow rates (the flows most significantly affecting
chronlc health risk), seienium concentration increases were negligible.
Even under worst-case assumptions {anm upper bound), average selenium
concentrations aleng the river inereased by less than 10 percent and
remained well belew the primary drinking water quality standard of 0.010
mg/l. This criterion is based on animal data; the Lowest Observed Effect
Level {LOEL) 1s derived from rat studies.

Table 1

SELENIUM CONCENTRATIONS IN THE SUSQUEHANNA RIVER

{mg 1)
Case Description Mean Selenium Concencraticn

Discharge Removal River Chillisquaque Maryland

Rate{a} Rate{b] Flouw Inflow Harrisburg Border

Background Concentration 0.00200 0.00200 0.00200
Permit Nominal Mean 0.00201 0.00200 0.00200
Permit None Mean 0.00201 0.00200 G.00200
Permit None Minimum{c} 0.00228 0.00209 ¢.00208
Nominal Nominal Mean 0.00202 0.00200 ¢.00200
Nominal None Mean 0. 00202 0.00201 G.00201
Nominal None Minimum{c) 0.00252 0.00216 0.00214

NOTES: {a} Selenium concentratiens in plant discharge: Permit
level--0.010 mg/1l; Nominal discharge--0.017 mgs1
{b} Nominal removal rate coefficient--8.02 x 10(-7)
{c] Worst-case conditions {upper bounds)

Similarly, expesure rates for the 727,000 people in the affected
population increased insignificantly over background levels. Background
and total selenium exposure rates for the basic analysis and sensitivity
cases are summarized in Table 2, As shown in the table, the 1nerease 1n
the worst case was less than 0.15 percent cf background exposure levels.
In the nominal case, using mean flow rates, the increase was less than
0.002 percent of background exposure.

The health effects associated with these exposure rates depended



strongly on bath the assumed threshold level and the background
consumption rate for selenium. In spite of this depcndence, 1n the
analysis of the worst case, the individual lifetime health risk was less
than 10{-8), a standard of acceptability often applied in risk assessment
and envirommental standard-setting approaches (EPA, 1980b)}. Table 3,
whieh summarizes the results of the health risk calculations, shows the
numper of people in the exposed population of 727,000 that could be
expected to exceed the EPA selenosis threshold of 7.0 mg/day. Tre table
presents the results for bokth the nominal background exposure rate and for
a high background rate used in the sensitivity analysis.

Table 2
SELENIUM EXPOSURE RATES FOR REGIONAL POPULATION
(mg/aay)
Case Description Mean Population
Discharge Rate Rewoval Rate  River Flow Exposure Rate{al
EPA selenosis threshold T 000000
Background exposure rate 0.129317
Permit Nominal Mean 0.129320
Permit None Mean 0.129321
PermLt None M1inimum 0.129419
Nominal Nohe Mean 0. 126324
Nominal None Minimum 0.129509

NOTE: (a) Exposure rates are expressed to six digits only to
show the variation between cases. &ctual selenium background
exposure rates may differ from calculated values by as much as
fifty percent, although the increments associated with plant
discharges shou.d not change.

CONCLUSIONS

The potential user of WTRISK or other risk assessment methods should
recognize risk analysis 1s not an exact science that can develop accurate
and precise risk estimates. Instead, risk analysis 1s a gquasi- science
that can (%)} roughly approximate the relative risks of alternative
designs, (2) determine the relative sensitivities of caleculated risks to
uncertainties in 1nput data, and (3] identify weaknesses in the original
assumptions. Our risk assessment methodology 1s based on a particular set
of assumptions and is thus subject to iimitations and potential problems.

No risk analysis framework or methodology should be used without a
thorough understanding of the various models and data, their serentific
basis, and their limitations. No one can construct a foolproof package of
models that can be properly used by someone unfamiliar with the basic
problem and general situation., "Cookbook” risk analysis must not be
dong. The analyst must have access Lo adegquate information about (%) all
models used in the analysis; {2} the operation and characteristics of the
emission source and its waste streams; (3) the relevant characteristics of
the regional geography, geoliogy, hydrology, meteorology, and agricultural
production {if relevant); (4) regional population; and (§) the behavior
and chrenic health effects of the pollutant. This is basic information,
although the level of detail required will vary significantly between
problems.



Table 3

HEALTH EFFECTS: NUMEER ©F INDIVIDUALS AT LIKELY RISK

Case [ascriphion Ezpected Number
Discharge Rate  dcmoval <ale  River Flow Excceding Thresheld

Threskc.d Level = 7.0 mg/day

Background exposure—-0. 123317 mgsday 0.0281
Permit Mominal Mean ¢.0281
Permit Hor.e Mean 0,0281
Permlit Hoce Minimum 0.0282
Nominal Hore Mean Q.0281
Nominal Hore Minimum 0.028%

Background expasure--0. 256470 mg/day 3.3650
Permit Bomina. Mean 3.3653
Permit Kohe Mean 3.3653
Permit licne Minimum 3.3737
Nominal None Hean 3.3646
Nominal None Minimum 3.3813

The simplified approach deacribed in this paper and implicmented in
the WTRISK program . desipnad to ma¥e the process of data eolleetion and
analysis as simple and understandable as possible, The user must always
rememper nis responsikiliTy Lo Use Lhis and other tools in a reasonable
and appropriate manner, recognizimg the limitatlons and uncertalntles that
w1ll be present 1n his resulbs.
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DEALING WITH UNCERTAINTY ABOUT RISK IN RISK MANAGEMENT

Chris Whipple

Electrln Power Resgarch Inatitute

ABSTRACT

Conservative assumpticns in risk analysis are shown to be protective
of human health when the social cosks of misestimation are highly
agymmetrical, when risk management actions do not inecur significant
opPor tunity costd, when risk management actions do not lead to the
substitution of significant new risks, and whep risk managers do not
compensate for perceived conservatistis when setting standards or making
other risk management decisions. &n issue central to the effect of
systematically conservatlve agsumptions is the ability of risk analyses to
digtingulsh large risk Prom =ma.l risk; here LL 13 argued that
conservative assesesment3 oan fail to make adequate distinetionz. The
influence of these factors cn the protectiveness of conszeérvative
analytical methods i3 ezamined.

KEY WORDS: risk, uncertainty, conservatism

selence tells us what we pan know, but what we can know 13
little, and 1f we farget how much we cannot know we become
insensitive to many things of great importance. Theology, on
the other hand, induces a dogmatic belief that we have
knowledge where in fact we have ignorance, and by doing so
generates a kind of wmpertinent insolence towards the
universe. Uncertalirnty, in the presance of vivid hopes and
fears, 13 painful, but muskt be epdured 1f we wish te live
without the suppart of comfarting fairy tales.

Bersrand Russell, In the Introducticn
to A Histary of Western Philosophy, 1945

INTRODUCTION

Unt1l the last fifteen or so years, efforts to improve health and
safety were directed primarily at risks of relatively certain magnitude.
The social harm from accldents and diseases such as polio were all too
easy to measure. Hisks Were managed by learning from past mistakes; this
i5 still an essential part of good risk management. But trial and error
management 1s partipularly 111 suited for many risks of current concern,
for example, Tisks Jibh long latency periods ar catastrophic potential.



We now seek hecter ways fo manage risks prospectively, mechods which avoig
the human costs of a trial and error approach.

Where past experience 18 not a gulde, risk management 1s more
difficult. We have been struggling with several such cases for the past
decade: nuclear power, chemical carcinogens, and more recently,
biotechnologies. Here, one approach to uncertainty about such risks has
been to try to reduce it through research. Substantial resources have
been expended to understand these risks, and risk management has been
improved by such studies. Despite much effort to estimate risk, where
direct human evidence 1s not available, large uncertainties about risk
remaln. Research may eventually resolve many questions that now trouble
us, and 1n some cases postponing a decision for research may avoid
uncertainty. But many risks are likely to remain uncertain for the
foreseeable future.

Estimating the magnitude of risks that cannot be measured directly
frequently requires the use of assumptions that cannot be tested
empirically. Not only are such risks uncertain, but often the uncertainty
cannot be characterized probabilistieally. Probability distributions are
useful for describlng some uncertainties, but this is often not feasible
1n risk assessment. Often there is no reasonable method even to assign
weights to the plausibility of alternative assumptlons. Methods have been
developed to elicit subjective deseriptions of uncertainty; this ralses
the question of whose estimates to accept.

Recognition of these uncertalnties has at times led to the view that
risk assessment is a dubious enterprise, too uncertain to be relled upon
for risk management decisions. But low level risks are inherently
uncertain regardless of the approach taken to their study. This
uncertainty 1s simply more apparent under some approaches to social risk
management than others. Given the discomfort that uncertainty causes, 1t
is tempting in some cases to overstate what risk assessment can tell us.
The limits to science are imprecise, as are the distinctions between that
which 1s known and that which can reasonably be assumed. For thls reason,
a technically accurate description of uncertailnties 1s now considered
essential in risk assessmenrt.

Risk assessors bridge gaps 1n Xnowledge with assumptions. Often
there are many alternative assumptions, each seientifiecally plausible,
with no reasonable basis for choosing among them. For example, an analyst
must select a dose-response model for extrapolation to low dose risk.

Here the recent tradition endorses conservatism in risk estimation as
protective of publie health. [ argue here that conservatism, defined here
to refer to the systematic selection of assumptions leading to high risk
estimates, 1s not protective of human health in most situations.

RISK VERSUS UNCERTAINTY

Risk, as generally used by health and safety risk analysts, measures
probability and severity of loss or injury. Uncertainty, using the
dictionary definition that best deseribes 1ts use in the risk field,
refers to a lack of definite knowledge, a lack of sureness; doubt is the
closest synonym. At times, these definitions are confused. Risk and
uncertainty are related to the extent that both preclude knowledge of
future states, and that both are often described by use of
probabilities. But it is 1mportant to distinguish whether a lack of
predictablity arises from insufficient knowleage (uncertainty) or from a
well understood probabilistic process (risk), The risk associated with a
bet on a fair coin toss Is precisely known; the risk has no uncertainty,



alchough the osubcome of the toss is uncertain. Conversely, tn2 cutcome of
the admlpistration of an experimental drug is also uncertain, but in such
a case the inability to predict may be due more to a lack of informaticon
than to what also may be an”inherently probabilistic process. The
predictabiiity of the rasult of a large numoer of trials kelps te make the
distinction between risk ang uacercalnty clearer ~- for a fair ¢oln toss,
We can predict that aboucr half of tha results will be heads, For an
experimental drug #iwven to a large population, the number of people
adversely affected may not De predictable except to within & broad rarge.

in the case af an exverimental drug, the estimated probabillty that
an average individual will eyperiencs an adverse effeet (or equivalently,
the number of people Ln an exposed population experienciag an adverse
effect) might be described by u=e of a probability distrloution. A
probability distribution appllied to a probabiliey .5 known as a second
story probability {such a aistribution describes the relative likelihoed
that the probability of an sdverse effect is a particular value).

Deciznion analysts and theorists of subjective probabiliky freguently
note that the second story probability representation 18 unnecessarlly
comp.ex; EBAT such measures can he mathematically collapsed inte a single
probability. That 1s, the probability of a probability (5 a
probability. For indlvidual decision making, Lt may be immaterial what
gombination of probabilistic processes and Infermabtlon gaps give rise to
an estimate of the likelihood cof Zome outcoms; 1t is sufTicient to
describe the likelihood of an outcome by a probability. However,in the
case of apelal risk management oy a regulatory agengy, Lt is often uscful
e nisvinguish between risk and uncertainty.

RISK ASSESSMENT POLICY

The recent National Academy of Sciences report Risk Assessment in the
Federal Government: Managing the Process [Nattonal Research Council 1383)
endorsed the concept that aclznbific gquestions abolb the degree of risk
posed by some exposyrs or activity should be separated, Lo the extent
feasible, from the polley questlons of what risk management steps should
be baken. Thls raport clearly describes how sclence and poliecy cannot be
entirely separabted, and noted that many seemingly scientific 1ssues suen
as the assumptions made 1n a risk assessment have direct resgvance Lo
management decisions. As seen by the committee which wrote tnls
report:

The goal af risk assessment {3 te describe, as acsurately as possible,
the pocasible kealth consequences of changes 10 human exposure ta a
hazardous substance; the need For sccuracy implies that the best
available scientiflc kmodledge, supplemented as necessary by
agsumokipns Chat are consistent with sciepce, wWill be applied,

The difficulty arises when chere 15 no scientific basis %o selaer
among alternative assumptions. The NAS Committes did not offer a general
recommendat ion for choosing assumpbtions when this oécurs, however it did
note that 1n such cases, 1f may be appropriate ko select the most
conservative assumptions (i.e.. those leading to the highest estimate of
risk).

Carcinogenic risks and their aszassment were chomen to Lllustrate
many poinks in the NAS report cited above, primarily because the approach
ta these risks has become more standardized than has the estimaticn of
other risks. Assumptions generally thought to be conservabive are used by
agenciles Ln evallating potential careinagens. For example, ponservative



risk assessment assumptions are used hy EFA"s Carcincgen Assessment Group
to estimate a plausible upper bound for riak; the pawsinle lower bound 13
taken to be zers risk evecept Wwnere direct human evidence indicates
otherwise, These upper bound ris< estimates are based on data from the
mo3t zensitlve sex, straln, ond speciss of test animal; for the cancer
tumer type {aften including benign tumors) and site which maximize the
estimased potency; transfer of animal results te humans based on Lhe ratio
of surfaoe arcas, an approach more ¢onservative then scallng by wWeight;
and extrasolatlon to low dose 1s based on a dose-response model that
exhibits linearity at low doses. The seansitive sex, strain, and species
selection 1s at times justified on the grounds ithat humans are genetiecally
diverse, widely varying in existing health status, and exposed Lo mwany
other potentially harmful agents. A4 recent article {Anderson et al, 1983}
provides 1 good description of carcicogenie risk assessment at the EPA.

I5 CONSERVATISE PROTECTIVE?

Dees reliance on assumptions producing upper bound risk ggtimates
protect health? The guestien is analytically tractable. HNoz:
surprisingly, lts answer depends what assumptions are mada. For some
seemingly reasonable analytieal assumpticns, conservatism 1s protective;
for other assumptions, alao reasonable, ccnsarvatism is not,

Certainly tne perception of many risk analysts is that songervative
risk assessment assumptlors ar= grotective. High risk estimates are
assoclated with stringent standards. An analyst's own senze of
responsioll 1Ty encourages conservatism,  Although the social costs of
falae alarms are acknowledged, to give a false assurance of safety 12
believed to be far worse. The relative social cost of risk
underestimaticn :s taken to outweigh that [rom overestimation Am
analytical case for conservatism 1s made by Talbot Page {Page, 1978}, who
argues that the appropriate response to umdertain envirenmental risks is
to balance t!=2 social costs of [alse regatives {substances or activities
incorreatly thought to be safe) with the costz of false positives (things
incorvectly believed to be nadardous), His analysls indicates that Lhe
use of this expectatian rule seems clearly preferable to approdaches aimed
exclusively at aveiding =ither type of risk misclassification {i.e. false
positives or talse negatives). Page notes that "Applicatian eof this
aporoach reguires four pieces of Infarmation: the cost of a false
negative; the cost of a false positive; and the probability of each.™
Glven the difficulty in knowlng the probabilities of false pagitives and
negatives, he arguss that:

when the potential adverse effects of an envircnmenzal risk are many
times greater than the motential benefits, a proper standard of proof
of danger under the expscbed cost minimization criterion may be that
there 1s only "at leas- a reasonable doubt' that the adverse effeot
will oecur, rather bhan reguiring a greater probability, such as 'more
-ikely than cot,' that the effect will occur  Simple rules ol thumo
ehodied in legal and regulateory instltutions may come olpaer to
expected o0st minimization than elaborate attempts at guantifieation.

The 1nteresting feature of Page's aralysi2 13 his lack of aversion to
uncertainty; uncertain risks are judged on their espectation to the extent
1t can be estimated and characterized. The rather stringent proposed
rule, "at least a reascnaple dwubL" 13 consistent wieth Fage's analysis 1n
which it {3 argued that for mest environmental risks, the relative social
conts of a false megative [lerding to a failure te regulate a hazardoug
substance) greatly exceed the costs of regulating a safe subgtance. Among



the common characteristies of environmental rlsk, Page lists modest
benefits and catastrophic costs. For sunxtances like feod eolor additives
or fluprocarbon propellants, where penefits are easy to forgo or where
gafer substitutes exisy, the "at least a reasonable deubk” rule is
appropriate from a cost-bemefit viewpaint,

But to fipd that analytical conservatism is protective reguires three
nremises: (1) that the disparity in social costs between faise negatives
and false posikcives is great, (2) that risk management deeisicns are
insengitive top resource constraints and de pet inpur gignificant
opportunity costs, and (3) that activities ar agents identified as
hazardous (whether true positives op Talam positlves) can be eliminated
without the creation of significant new rlsks. The potencial
protectiveness of conservatism alac depends on whether risk managers
compensate for ¢onservarism in standard setting.

THE SOCIAL COSTS OF ERROR

In his analysls, Page deseribed dichotomous risk declsions and
classifications. Substaneces were carclnogenic or nokb; when they were
miselassifled, the resultant errors were false peaitlves or negatives.
This representation is a useful way to Llluatrabe how it {s socially
degirable to balance the costs of errors in managing uncertain rigks, and
this was Page'a abjectiva.

Aetual problems are generally not so black-or-white, Current issues
aften are With a substancs's degres of carcinogenie potency, and with the
gatabliskment of exposure limits. Under thigz view, risks and risk
mynagersent alpernatives are continuously variable rather than diserets.

Tt is actually easier to make the case for controlling risk under tnis
continuous perspective, because it im generally harder ko juskify the ban
of a hazardoug substance on cost-benaflt grounds than it im to Justify a
marginal reduction. This follows from The commen masumption that health
benefits are constant per unit of reduced exposure bUG Ehat as use goes to
wera, progressively mote valuable social beneflts are forgone.

If potency and exposure are variable, the harm from rlsk assessment
errors im less than if they are disecrete. 4 shift in analytic
assumpkiohs, for example to the average carcinogenic potency exhibited in
zeveral species rather than potency in the most sensitive species, could
result in a less stringent standard. But this seems unlikely to lead to a
public health disaster or excessive individual risk that one associates
with the failure te recognize and contral a potent carcinpgen. Some
risks, such as from biotechnologles or from climstle ghange do not
necessarily follow this characterizakion. Censider basing exposure
standards on gsse3sed risk, uwsing cost effectiveness criteria that
appropriately reflect sesial cost. For exposures at the standard,
marginal costs and riaks are presumed to be equal. For slightly misplaced
standards, due perhaps to small errors in assessing risk, the casts of
over [or under) eiposure will largely be offset by reduced {or increased)
cpsta of risk eontrol. Thege coats due bo small inaceuracies in the
estimation af risk are roughly symmetrical; for large errors,the costs of
exeessive publie health risk and unnecessary regulation will vary.

The soclal tosts from errors in rilsk estimation would be minimized if
mean value estimates were used. Mean value risk estimates reflect the
weighted average of all pragible risk values. Conservative analysis and
upper-confidence-bound estimates lead to overinvestment in risk control,
but also to lower risk, At least this is the first-order effect.



RESCAIRCE COMSTRAINTS AND RISK MANAGEMENT

Are national healsth and safety expenditures limited 1n the aggregate,
or are they variaple, depending on che cutcome Of many independeni risk
mrnagement decisions? If risk reduction expendlitures are rot timited {n
the aggregate, but are determined on a case-by-2asc oasis, then it Is
appropriate to consider shebpar conscrvatism 1s protective by considering
speeific cazes. However, 1F the fraction of GNP allocated for risk
reduction is politically constrained. or 1F some ather [actor constraina
risk managsment spending in the aggregate, then tne collective effect of
risk management declsiors 1s the appropriate basis fer evaluating whather
ronservatism serves a useful purpose.

Beecause risk analysss and agency standard setters generally focus on
onme risk at a time, tnis single risk focus 1s a natural frame of
refarence. From the perspegtive of a single risk management decision,
analytieal conservatlsm i3 protectlve, but at a price. 1A conservative
rizgk estimate produces lower risk exposures. Here, the potential costs of
large srrors geem to he asymmetrical to the regulator. Risk raductlon
cosCs appear to be bounded, whlle the conseguences af unecertaln risk
exposures are petentially much greater than these cantrol costs.

in additicnal facter encouraging conservatlsm 1s how declsiomns mignk
be judged in hindsight. An overcontrolled risk will probably drop from
g1ght onve a decision Ls 1mpismented and centrel investments made. But an
undercontrolled risk, possibly discovered through the Idertifieation of
vietims, 13 far more disturbing for a regulatory agercy.

If risk reducklchs are limited oy rosource scirclty, however, the
logieal objsctive is to allocate the scarce resource 1n a way which
mafimizes social benefits. Opportunity cosks, of little concern for a
3ingle risk, become important under this viewpeint, Money or regulatory
attention spert on ane risk 1s not available for ancther, so it is
imporkant not Eo waste resources on trivial risks. In this ocase,
conservatism is counterproductive, and plsks are increased 1f resources
are shifted from significant risks to small, exaggerated risks. Under
this fixed alloeatlon or Zero sSum case, risk reductichs are maximlZed when
the cheapest and easiest risk reductlons are given highest priority.
Here, congervatilve estimates shift resourecs te uncerkaln risks,
increasing expected health conseguences.

Which perspective on regulatory resources is correct? Both have
their merits. Regulatory agencies antions may be limited by the
availability of selentific or adminustrative resources within their own
staffa. But risk management responsibility assigned to the ageneles by
Congress ia fragmented, and suggests nothing 1n the way of an overall
cetling on risk spendirg. The oulk af control costs come from producers,
net regulatory agencles, =mo ageney hudgets are not a direct constralnt.
Buk while shese expenditures appear to be variable and flexible, dependeat
on the perceived appropriate action In each rase, there may be a politieal
feedback from the regulaked parties that limits the amount of money an
agenoy cam require to spend, A subtler consideration is that, Lo the
extent that tkhe publie finds uncertair raisks diseomfarting, greater
expenditures for risk control may be politically feasible if funds are
directed to deal wikh uncertatn (and unpopular) risks.

RISK TRENSFERS

pften a regulatory action that reduces one risk will increase znother



(Whipple 1985). This Ls especially prevalent when the particular benefit
bewng obtained is considered essential out all methods for achieving the
henefit carry risks. The impartant 13sue here 1s the recognilion that the
appropriate measure for analysis of a risk-reducing action is the ret risk
reduction. From this perspective, uneven conservatlsm in risk aszessment
can have a perverse effect by leaaing to the substivution of large risk
for a swall one. The cyclamate ban, leading to greater use of saccharine,
may oe a vase im whieh this oceuwrred. (Risks from beth subtances are
significantiy uncertain,) Electricity productlan 1s alsc a good example,
because utilities are obligated to provide service, A restriction on coal
use can lead to greater oil use; regulatory restrictions on nuclear power
can lead to increased use of coal,

In mome caszes, for example, these invelving carcinogens, 1t may be
poassibie to compare risks with common conservative assumptignsy and areive
at a reasonable relative ranking. But for disawmilar kechnologies sueh as
coal and nueclear electricity, the camparison of conservative risk
estimates does not include censervatisms comtion to both estimates. In
tnese cases, conservatism ig less useful and lesz proteetlve than are
central estimates or risk,

PO STANDARD SETTERS COMPENSATE FOR COKSERVATIVE RISE ANALYSIS?

Regl lafory declsion makers may consider the details of the evidenct
supperting a risk estimate and compensate for perceived biases in
analysis. If this 13 Lhe case, and apprepriate adjustments ace made, then
standards will be the same no matter what rlsk assessment assumpblons are
made, Ir thls case, conservative analysis would not lead to more or less
stringent standards than would best estimates. It s likely that
congervatively estimated risks are ciscounted in =ome cazes but not 1In
athers and it 1s unlikely that adjustments could be made apprapriately and
consistentcly.

In the previous giscussicn of rescurce constraints, it was assumed
Lhat eonservative estimates lead to stripgent eriteria  Bub b 1=
apparent that conservatism Ln risk management need not be achieved through
conservative risk assessment assumptions. One eould use stringent
criteria for allowable risk, and less conservative assumptiens for
egtimating risk, and end up with the vurrent levels of protect.on.

If greater use were made oF this flexibility to vary risk criteria in
response to conservatisms in risk assessment, an attractive approach would
be to select risk assessment assumptilons based on Eheir discriminatory
power. Relative risk estimates based on overly conservative assumptions
may not distinguish impartant differences between risk. For ¢xample, an
mereana 10 benign liver tumors and decrease 1n leukemias apd mammary
giand flbroadenomas has been observed 1n response to test chemicals in the
Fischer 344 rat (Haseman 1983). [Under present asgessment metheds, a
carcinegen that imereases benign tumors at one sibe but reduces malignarnt
tumors at cther gites mignt have the same assessed rise as one that
inereases the overall burden of maligmant tumors.

CONSERVATISM IN RXSK ASSESSMENT: COMMENTS

Even if efforts to be less conservative in risk assessasut are
aceepted, there will be cases where no method for choosing between



alternative assumptions 13 available, Abcut the best that risk analysis
can provide when this happens 1= a collection of estimates based oo a
range of plausib.e medels. OGracger Morgan and his colleages have taken
this approach to describe the estimated health effects from sulfur air
pallution {Mergan et al,1984).

If leas conservative assumptions are adopted for carceinogens,
understanding the 1mplicatiens far human health of alternative animal
bloassay results takes cn added impertance., There would be apparent value
1n conducking a wide variety of amimal tests with known human carcinogena
a3 a means of calibrating these experiments. & =zecond consideraticn,
suggested by amimal test results (Hasemar: '983), is whether certain
caroinogens redistribute the tumer burden, wheress others lncrease total
tumor incidence., If this turns out ko be the case, it would be beneficial
to health to diseriminate between the twe types of effect. Censervative
agsumptions about risk are thought to previde protectlon against
ungertainty in risk, although sometires at ap adeed cost. Mueh impetus
for analytical conservatism comes from the percapbion that this practice
1z protective of kealth. This is the perspective when risks are viewad
singly. But conservaklszm may rot sroteet if reduced exposures to
uncertain rlaks 1s achicved at the expense of increased sxposures to known
T15ks.

Considering the many ways in which a censervative analysis can fail
to protect, intenzioka! use of conservative risk cstimates is not
penefrcial to pubikc health. Tn addition to mimalloeating acarce
resoutces, gonservatism can lead to unwise risk transfers and encaurage
risk regulatars to compensate for perceived conservatisms. When this
happens, risk regulation becomes less predictable and mose arkitrary.
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DEALING WITH UMCERTAINTY IN RISK REGULATION

Chauncey Starr

Electrie Power Research Institute

ABSTRACT

The uncertalnties in risk avalysis are inevitable and camnot be
requced o zero. They arlse from the inoompletenass of the system
modeling, the simplification of sub-system imteractions, jatabase errors,
the variety of failure initiators, the range of failure consequences, and
the predlotion of public and individual expesures and doges. The
composite uncertainty in the quantification of a single risk makes
choosing regylatary eriteria difficult. However, alternatlve aystems Jor
providing a specific end function generally have aimilar types and
magnitudes of uncertalnty, and a eomparison of their mean Yalues of
quantitative public risk may diselose their relative riaks adequately for
regulatary purposes.

KEY wORD3: Uneertainty, risk, regulation

The use of the regulatory process to establish boundaries on publie
risks is usually presumed to e bazed on a valid perception of these
risks, and of their relative importance 1n the speetrum of public axposure
to all risks.

Let me speeify whav I mean by risk. HRisk 15 a measure of the
potential exposure to a loss arising from the by-products of an activity,
with the usual deseriptives of what, where, wnen, who, and hew much. The
ambiguliies associated with this simple definition arise from the variety
of the loases that may be incurred (life, llfe ezpectaney, financial,
praoperty, environmental, etc.), the time periods used for the probability
statement (exposure bims, latency peried, lifetime, annual, etc.), the
populztion exposed (individual, group, regional, national, age seeter,
ete.), and the quality of the estimate. The talculation of risk Involves
the product of three separate factors, (1) the probability af an
Initiating event, (2) the magnitude of the loaz-creating outcome, and (3)
the resulting size of the loss.

The average person 13 not likely to develop a balanced perspactive of
life's spectrum of risks, or of the asscclated benefits of life's
activities. Although risks are real, and cften quanciilakble in the
aggregate -- as with physical accidents —- wndividual perceptions and
attitudes usually are not derived from these realitics, Thus, public
concern With 1ssues of risk may result in powerful popular movements, but
These are rarely a useful puide for the most effective alloeatlon of
hatlopal resources to increase public health and safety. FProviding a



better and lesg subjsobive gulde for this] purpoae is the oplectlVe ar risk
analysls and regulation.

The regulatory process cbyviously deals with future events, and thus
suffers from the well-known limibakions of any prediction. Ideally, risk
regutation should be baszed on a atabkistically significant hilstory of
similar risk events whilen are reasomably measurable and which disclose the
relevant cause-effect relaticnships. Unfortunately, such a professionally
satisfying analytical basis seldom ex1ists, and most risk regulation is
unavoldably embedded in large uncertaintiles. Even when a reasonably
verifiable basls exlsts -- sUeh as with smoking, drunk driving, auto seat
belts -« the predieteq sutecmes of propoged regulatory actions are
sufficiently uncertain as to provoke much public argument.

The uncertaintiss in risk anakysis are inevitable and can never be
reduced to zero, Consider any system intended by man or nature to
function safely under mormal condibicns. For obvious reasons, the actual
uperating condltionz will vary about the norm in some =tatistical fashioen,
and for this discuszion asgume the msusl bell-shaped probabllity
distribution of such conditiens. So, the stresses on the system produced
during operation will sometimes be below the norm and sometimes above. To
operate safely most of the time the system is designed to withstand a
stress conglderably anove the normal operating point, thus providing a
“gafety factor™. ‘The ackual ability of the system Lo withstand stress
varies wilh time about the deslgn level in some stabistical fashicn due to
the usual uncontrollable elements - material variations, aglng processes,
assembly tolerances, ste. MAgain, assume a bell-shaped probability
distribution for the system strength. We thus have an analytieal
situation 1n whigh the ugper tall of the pperating stress distribution
averlaps the lower tail of the =ystem strength distribution. This averlap
area 13 the lallure Zone.

It 15 clear thakt as long as the -Zails of the probability
distributions extend sufficiently, the overlap failure zone will aiways
exlst. Narrowing the probability distributions by (1) greater effort to
minimize variationa From normal operation, and {2) to atrive for "zero
gdefects” 1n the asysktam, will certainly decrease the prebability overlap
and thus the frequency of failure, but can never remove the failure
zone. In a schematic sense, thls explains why "zero risk" is not a
rational objective. In a pragmatic sense, this explains why we will
always have to deal witm uncertainties in projecting future probabilities,

Thus the policy isszue iz 1ot whether regulation of risk should be
withheld until everything 1s predictable, - an Impractical goal - but
rather, when the body af evidence is sufficiently strong to clearly
justify some regulakticnm, heW should the many pervasive uncertaintles be
taken into consideratiam.

In this regard, We should recognize that regulations operate At two
extremes of publiec risk. The Flrat iz the great body of public expasures
which are commonly assumed to oe safe {e.g. natural foods) and are
occasionally found to represent a nazard requiring regulatory constraints
{e.g. aflatoxin in peanut butterl. The second 18 the growing body of
public exposures which are commonly assumed te be nazardeus, and require
regulatory permission for use (e.g., man-made drugs and pestleldes).
Constraint and permisslon are bhus the two sides of the pegulatory coin,
but their implementatiors are cu.te different. The first is safe until
proven guilty, the second s guiity until proven safe. Constraint
requires the regulatary agency ta prove the risk, whereas permission
requires the producer to prave the safety, both beyond a reasonable doubt.



The treatment af uncctrtainty 19 thus alszo implemented at the
extremes. In the caze of the sommenyy safe ciposures, conitralnt s
absent until the risks are well established, i.e., the uncertainty in risk
quantification may pe small {e.g., Sobacco). For the commonly hazardous
group, permission is withheld 1f thers exists any indication of risk,

L 8., the uncertainty 1n risSc quantification may be large (e g , FCB's,
diocxin, ete.).

in any risk amalysis, the uncertainties arise in each one of the
basic components of the analysis The first 15 the completeness of the
model used bo represent bhe system. The core structure of any model
congiats of cne **" whome rola and syskam benavior are assumed Lo be wWell
understood. These are wnrerwaven with the "known-unknowns" whosze
ex1stence is recognized but whase bebavier i1s not well understood.
Omitted from the models sre the "unknawn-unknowns", elements which are not
recognized as being invoiwed, but nevertheless may become important
factors in a fallure seguetce.

The zecond uneertainty arises fram the inadequacy of the model's
predietion of system behaviar., The dynamies of the relationzhips among
the many model elements 15 rarely simple, but 1t becomes .mpractlcal to
include higher-order effects and prebapility distributions in a
complicated system analysis. A$ a result, che best one can expect Is an
approxumate quantitative mean value predietion, and a crude estimate of a
resilting hand of uneercainty. The tnird uncertainty arises from errars
1n the data base used in the model casgulations. [n most issues of publiv
risk, the data is Iixely teo be of dubious accuraegy or ineomplete or
difficult to separate from secondary variables., In most moedels,
guantitative outcames can be wery sensitive to small changes in some of
the relevant data, =v the aeiccbion ol & data base can often determine the
outnome of the mocel.

The above three saurces of modeling uneertainty rejate to the
methodelogy of analysls. bs z praciteal matter, the guantitative
assessment of a puvl.s risx irwvolves s sequence of several relatively
independent models. The initial mwaeel commonly attempts to predict the
nrobability distributlon of Failure af a system during normal operation -
a.g. the collapse ol A brigge or a dam, the explosian of a steamborler,
the blowout of an zuta tire, tke nuclear core-melt, ete.  Such fariures
may have many dilverse calses sack ag corrosion processes, or poor
maintenance, or & stressiul concentration of several independent events.
A roare-event input maael atkempts bto predict the probability distribution
of failute :mitiaTars srising Srom sousual patural phenomena Such asg
earthquakes, lightning, hurricanes, tornadees, and the thousand-yoar
fleood; and from ran-made events such as fires, bombs, sabotage, ete. &
third model estimates the msgaitudes of the physical consequences of the
failures - for exarple, tke amaurt of water released by a dam failure, or
the chemicals releassd in a plant explosion., A fourtn model 1s concerned
with the size of :the publilc expeosure to these physlcal consequences ~ how
many people are invaleed, and vap they be evacuated or protected? A fifth
model covers the individual dese expasure -~ web feet to drownming; ar lung
irritatien to aspnyxlation.

This 1s a typical list of the models needed te predict phys:ical or
physiologic fallure probapilities and uneertainties. There 1s alse a non-
technival domain of economic, sog_oluglo, and political factors Uhat
always encompasses the regu.atary prucess. Sueh factors generally are not
as susceptible to gquantified analysis as are the technical Ffactors listed
above, although toey may be aragzakically of comparable or greater
importance. It 19 2bv.ous that 1n many cases, the quantificatien of risk



18 aften overwheimsd by the compodaibte magnitude of the uncertainties. It
1% impertart, cnerefors, oo review tha vatue of risk quantif:ication under
such ocircamataneces, to establish 1bs area of usefulncss

wWe soonld recall that the prime eriterion 1n the choiee aof a
techn.ral system {physical or physiclogic} 1s the succezsful
aceomplishment of &n end objective. Fer exampole, Lhe need f'or a river
orossing leads to a chaleg of a bridge or a farry. {r, more commonly,
cure of a disease leads to a cholce amemg medical treatments or drugs.  In
every case, the chosen mode 1s desigmed to wapg, nob Fail. From this
positive perspective, ris< quant.fication serves two functions: first it
assLsts in the disclosure of the oowparative risks among avallable
alternatives; seccnd, for any chosen moge, 1t aggists 1n the comparison of
design alternatiwea withln that mode. ¥n either case, it 1s the
camparative r1sk analysis which makes risk quantification useful. The
process ralses the probability of succeszaful achievement of the erd
funetion, and reducts the public risks from a potentlal failure of the
cAosEn mekda .

The novel contribution of modern risk analty=z13, basec on
quantification of system event probabilities and bheir consequences, 13
best understood by consider.ng the aceepted approaches to risk priut to
the middle of thla ceatury. Cis1i enkineering structures -- bulldings,
origges, dams, ete. -- are classlc ezzaples. The nistarieal design
objective was to awaird failare of the structure, defined as coilapse under
adpected usage. To provide swch assuramee, the desighers applied a
traditzanal "safety ffactor." For example, if a rope was tested “a nold
‘00 pounds, a4 zafety factor of 10 would be provided Lf the maxiour load
did pot cxcvec 0 pounds. In practice, these safety factors ftrad-tionally
ranged [rom s low of 3 to as much as #), depending on the designers'
Judgment and the tradition for each type of Jsage, L.e., steady state,
eyelic stress, shock, corresion, cte. Thus, the safety Factor supplied a
de=sign umbrella large enqugh to cover all the areas of the designers'
known range of lgnorance, 1.e., the "kmowm unknowns." The system worked
reasonably well, aithough an occasional structure collapsed because of an
“unknown unknown'"; feor axamp.c. Lhe Tacoma bridge collapse caused by
unantigipatad wina-inducec cgoillations; or the sinking of the
"unsinkable" Titanle by rosberg collision.

The safety “actor design approach was socially acceptabla ab that
time. Tha engineering profession said, "trust us,” and the puvlle i1,
There wera co probabilistic rizk assessmeents involving off-design failure
analysew, ow envlronmental ilmoact statements, nor any of the atner modern
trappings of project rev:ews, The designers' |udgment on tne cholce of
safety factors integrated all uncertainties withoubt ar expllclt
Jjustification of the choicus. The public risk <as wmplicitly covered by
the presumpticn of 3afety arising from the design objective of aveiding
failure, but risk was rever explicitly estimated. When the unforeseen
occazionally occurraa, 1t was nsually aceepted as an "aet of fod.”

The historieal aopreass to the risk management of a short-lived
replaceable oraduct which permitted rapid feedback was one of empiriral
“trial acd epror,” as, for example, with modern autos and woderr
alrplanes. Operating egperience wWas led back to gulde impravements, a
proge3s thac coniinues today., The traaitional "safety facror” was 2ess
itmpurtant 1n such product designs, becawnse the Teedback process was
sufficiently rapid {a few years) to permit 1mprovemants needed for
achieving a performance target. The callactive public risk was initially
low, because only a few 1ndividuals were iovelwved 1n the early
deveiopmental stages, altkougs Ladlvidoal risks were high.



It should be reccgnized that the "gafety factor” and "trial and
errar" methodnlogies conbinue to he pragmatlcally useful, and are only
slowly being supplemented by modern risk assessment approaches :n 2z
_umitea number of publicly pervasive systems. The public pengtrat.on of
.arge-scale teehmolegles has become much more rapid than decades age, sC
the "safety tactor" and "trial and error® method can be very cgstly both
i public health and cost. This is particularly evident with low-lavel
effacta whleh can develop i1n a large populatian. Furingr, some large-
soale systems 1nvolve so many interdependent cempanents, shat the
pompounaing of individual safety factors wouln make Ghe system incperable
(e.g. air transport]. Finally, very vare but high consequence events may
require decades or centuries ta provide the feedback informatioh for
guiding decisions. and =ach such gegurrence may be undesirably coatly to
public health and safety. IbL 1% Thege considerations that have encouraged
the development of modern risk assessment approaches which vy to egtimate
the probability and magmitude of luture events. Sueh risk assessments
dize:ose the system interactions, sequences, and individual component
Failure probabilities that produce the fipal estimate of the prohaoility
distribution of a public risk. The assesaments thus provide a guide o
reiteratively altering the system to reduce the public risk. A notable
example 13 the Provapilistic Risk Assessment (PRAJ now cotmon in nuclear
plant engineering. Thus risk assessment is a powerful tool for reducing
the central value (mean} ol the probapility disztribution of a public risk,
but 1t has little influence on recucing the uncertainties. In faet, risk
asgessment temdz Lo make the ungertainties more evident by dimclofing the
sensltivity of the mean value to small variations in the database or the
model

Becognizing the technical merit of ap analyticml projeetion of fikure
propabulitias, the handling of the uncertainties surrounding slch
praojections iy A major obstaecle to regulations. It 15 particularly so
when the quantification of an isolated single risk 15 being sought. For
some time, many of us have emphaslzed that the wall knowe Probabilistic
Risk Aszegsment (PRA) of nuelear plants is useful pramarily As a gulde to
comparative analysis of alteérnative englneering modificaclons. Extension
of the PRA to a quantificarlon of publie risk in an absolute sense 13 Very
dubious, for thé reasecns 1've aiready givern.

llowever, 1f the opjeetise 12 a comparison of the relakive publie risk
af alternztive electricity generation systems {eeal, olfl, z43 and
nacleard, suck a comparative guantification has asefulness -n manage:rial
and regulatary decision making. Because alternative systems for providing
a gpecific eng function may have many common modes of uncertainty, ar
similar magnitudes of uncertainties, in such a ecomparabive framework the
central values (the mean) of quantitabtive public risk sstimates may
corrnctly disclose the relative risks af alternzblve choices, even 1f the
absolute seale remains uncertain.

It hag beepme very evident thak the uncertaintles surrounding
individual projected public risk estimates will always be large. These
uncertainties can be diseegarded only when the public risk quantification
15 w0 low, that even the upper bound of the yncertainty estimate 1s below
u "de minimiz" level {e.g. the aflatoxin constraint in foodl., For larger
~13ks only tha comparative risk analysis of alternatives Is meaningful.

It should be emphasized that foreclosure of any technieal option
forcos the acceptance of an alternatiwe. The resulting hransfer of public
risk to that of an alternative should not be disregarded. Our current
gkample is the nuclear power regulatory debate, presently being conducted
without a balanced comoarison wihh the risks or the fossit fuel opbions.



Eventually, a comparative risk analysis of all electricity alternatives
must become the basis of a rational regulactory policy. In generai, wnile
much may eventually be accomplished to reduce the uncertainties in public
risk analysis, the emphasis should be on the use of comparative risk
analysis as a means of reducing the influence of uncertainties on the
choice among alternatives for previding an end-function.



