I.

ANNEX AA
TERRORISM

SITUATIONS AND ASSUMPTIONS

A.

Terrorism has become a fact in today's world. The
tactics terrorists use to obtain their goals in-
clude: bombing, arson, hijacking, ambushes, kid-
naping, hostage taking and assassination. The pur-
pose of these acts is to destroy the public's con-
fidence in the governments ability to protect its
citizens. In order to allow large scale dissemina-
tion of the act of terror the news media will be
used by the terrorists to spread word of their ac-
tions.

In order for terrorism to remain a wviable news
media avent, it must over time escalate its attacks
on society. Chemical, biological, and/or nuclear
weapons {NBC) or weapons combining conventional ex-
plosive material with these materials may be used
to maintain this news media viability.

The term terrorism means activities that --

1. Inveolve vioclent acts or acts dangerous to human
life that are a wviolation of the criminal laws
of the United States or of Kentucky, or that
would be a criminal wviclation if committed
within the jurisdiction of the United States or
Kentucky.

2. Appear to be intended =--

a) To intimidate or coerce a civilian popula-
tion:

b) To influence the policy of a government by
intimidation or coercion: or

c) To affect the conduct of a government by
assassination or kidnaping:;

The threat by a3 terrorist group or individual to
use a bomb may or may not involve an actual
weapcn. All incidents, however, must be treated as
a real threat until a search has proven otherwise.

The threat to use a bomb cor committing acts of

kidnaping or assination will be treated as a ter-
rorist incident.
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II.

I1I.

Iv.

F. Primary responsibility for an incident involving a
nuclear weapon rests with the federal government
and is defined in the "Federal Bureau of Investiga-
tion, DbDepartment of Defense and Department of
Energy Joint Agreement for Response to Improvised
Nuclear Device Incident.” (Appendix AA-1)

G. The implementation of this plan can result in
either a peaceful resclution of the crisis or a
terrorist act. Both contingencies are considered
in this plan.

H. Terrorist threats may be made either by phone or
mail.

MISSION

Te establish the procedures and policies that will
prevent or minimize terrorist activities and apprehend
the persons responsible for the incident.

DIRECTION AND CONTROL

A. The Director of KyDES, or in the Director's absence
the Executive Director, at the direction cof the
Governor, oOr successcor, will coordinate all the
Commonwealth's organizational response.

B. Kentucky State Police will be the lead Commonwealth
law enforcement agency.

C. Once the federal government becomes officially in-
volvad, a federal agency may become the lead agency
with state and local agencies acting in support.

CONCEPT OF OPERATIONS

A. Operations and misisions under this plan will be
carried out during given distinct time periocds:
Preparedness, Response, and Recovery.

1. The Preparedness Phase covers normal readiness.

During this period plans will be reviewed to
insure they are still valid and exercise and
training of personnel will be-accomplished on
an annual basis.

2. HResponse Fhase

&. The Increased Readiness Period includes
readiness during the time the threat is
being confirmed. Readiness to imple-
ment the plan will take precedence
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during the alert until advice is
received from the field that the threat
is real or not.

b. The Emergency Operations Period begins when
a threat of the use of a terrorist
device within Kentucky or in a state
adjacent +to Kentucky has been con-
firmed.

3. The Recovery Phase begins when it is determined
that no weapons exists, the weapon has been
rendered inoperable, or its effects are dis-
sipating.

All terrorist threats or activities must be
reported to the local police and KSP. Local DES or
KyDES will not be part of the direct law enforce~
ment response to a terrorist incident. Local DES
or KyDES will act to coordinate actions in support
of the peolice activities. The actual situation
will determine if the EOC should be open or the In-
cident Command System put into place.

Terrorists may resort to arson, bombing, hijacking,
ambushes, Kkidnaping, hostage taking and assassina-
tion or threaten any of the acts to achieve theilr
goals. Their primary objective is to destroy the
public's confidence in the ability of the govern-
ment to protect the citizens. Local officials are
generally not edquipped to deal with a major ter-

rorist incident. Therefore, assistance will be
needed immediately from state DES and law enforce-
ment agencies. If the severity of the incident

warrants such action, federal agencies will be re-
quested to support local and state officials.

Types of NBC Threats

l. Dispersal of chemical, biological or radiocac-
tive material with no explosive invelved.

2. Dispersal of chemical, biological or radiocac-
tive material by an explosive device.

Antiterrorism involves the measures taken by in-
stallations, organizations or individuals t¢ reduce
the preobability of their falling wvictim to a ter-
rorist act. Educational programs, physical
security, personal protection <techniques, and
operational patterns are all passive means of
making a target less appealing to a terrorist.
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vI.

!

Counterterrorism is the full range cf offensive
measures to prevent, deter, and respond to ter-
rorism. Participation in counterterrcorist actions
is normally limited +to specially +trained and
equipped forces kept on status for that purpose.

ADMINISTRATIVE SUPPORT

A. Support of this operation will consist of assis-
tance from all State agencies, local government and
the federal government.

B. Augmentation and training of emergency organization
will be carried out as set forth in CPG 1-7="Guide
for Increasing Local Government Civil Defense
Readiness During Period of International Crisis”.

APPENDICES

AA-1 Nuclear Terrorist Response

Ap=-2 Conventional Bomb Threat

KyDES-Oé—gl



APPENDI X AA=1
NUCLEAR TERRCRIST RESPONSE

le SITUATION AND ASSUMPTICNS

A.

Primary responsibiiity for an incident involving an improvised
nucl ear weapon rests with the federal government and is defined in
the "Federal Bureau of investigation, Department of Defense and
Depariment of Energy Joint Agreement for Response 10 [mprovised
Nuclear Device Incident”.

Types of Nuclear Terrorist Threats

1. ODispersal of radicactivé material other than plutonium and
uranium.

2. Detonation of a conventional bomb salted with radiocactive
material (plutonium, stronfium or other known radioactive
isotope).

3. Detonation of an improvised nuclear explcsive device,

4. Detonation of a nuclear weapon,

11.  CONCEFT OF OPERATIONS

Al

Operations and missions under this plan will be carried out during
the foliowing distinct time phases: Preparatory, Response, and
Recovery.,

1. The Preparatory Phase covers normal readlness,

2, The Response Phase

a. The Increase Readiness Perlod includes the period the threat
is being confirmed. Readiness fo impiement the pian will
take precedence during this period until advice Ts received
from the Federal govermment that the threst is real or not
real .

b. The Emergency Operation Period begins only when the threat of
the use of a nuclear device within Kentucky or an adjacent
state has been confirmed as a viabie threat by the Federal
govermment or a device has been exploded.

3, The Recovery Phase begins whin it is determinded that no weapon
exists or the weapon has been rendered incperable or the area has
been declared safe for entry after an explosion.
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D.

E.

Fe

Under Federal Jaw the Federal govermment assumes the responsibility
of responding to an incldent involving criminal misuse of nuclear
material to include improvised nuclear devices, nuc|ear dispersal
devices or stolen nuclear weapons, This is spelled out in the
“"Joint FBI, DOE, and DOD Agreement for Response to improvised Nuclear
Devices." See Annex A of this S0P,

As "first responders" local and state govermment agencies wiill be
responsible for carrying out thelr normal emergency responsibil ities
as defined in the Kentucky Emergency Cperation Plan until the Federal
goverment has assumed responsibil ity from the Governor.

Once the Federal agents arrive on scene and assume responsibil ity for
finding and deactlvating the weapon, state and local agencies will
provide support to requesting Federal agencies by carrying out any
profective action not in confllct with the Federal response.

Upon the federal govermment assuming responsibil ity the FBI will
formui ate necessary |laison with personnel from DOD, DOE, FEMA,
KyDES, KSP, CHR, NR&EPC and SFM plus local officials designated by
Mayor and County Judge/Executive.

Federal Agency Tasks and Responsibilities

1. The following outline of agency tasks and responsibilities is
provided for guidance and should be the basis for developing
supporting plans and operating procedures.

a, Federal Bureau of Investigation (FB!) - Although local
govermment is responsibie for the protection of the public
heal th and safety from nuclear hazards, the FBI! by Federal
statute is the lead investigative agency in all cases where
threats are made involving radioactive material. As the |ead
investigative agency, the FBI is responsibie for the
investigative functions; however, the nuclear aspects of
assessment and search will be delegated to the Federal
Depariment of Energy, cr to the state. In addition the FBI
wills

1) alert FBI headquarters and appropriate local, state and
federal agencies;

2) coordinate al! Investigative efforts with appropriate
military or civiiian |law enforcement agencies;

3) assist In the assessment of +the threat;

4} coordinate news releases regardingf all aspects of the
threat and operations;

5} provide a location at the FBI command center or in near
proximity for representation of all assisting agencies o
recseive updates, commit rescurces and coordinate all
activities; and

6) other duties as defined in Annex A of this S0P.
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Department of Enerqgy {(DQE)

With threats involving Special Muclear Material (ShM) DOE
wili accept frem the FBI the responsibll ity for controi and
coordination of the nuclear aspects of the assessment and
searc operations and, when requested, cases Involving other
radicactive materials. |In addition, upon arrival at the
scene, DOE will provide radioclegical assistance to the state
or local agencies having the regularly constituted authority
for the protection of the general public health and safety in
accordance with the Interagency Radiclogical Assistance Plan.
Representatives from DOE or 1ts Nuclear Emergency Search Team
(NEST) wilt intergrate operational ly with the FBI and other
agencles, Duties Include:

1) alert state and federal agencies as approprlate;
2) assist in assessment of the threat;

3) assist in the search for amalysis of the nuclear device
in accordance with current DOE Plans;

4) prepare input regarding nuclear and radiological aspects
of the threat and operaticns for news releases

Depariment of Defense (DOD)

1) Military Weapons = In threats involving mil1tary neclear
weapons, the responsible military services or the FBI has
jurisdiction. However, when control of the nuclear
weapon Is lost into the civil sector the FBI assumes
jurisdictional responsibil ity for recovery and control of weapon.

2) Other threats -— DOD wlll provide technical support when
requested through the FBI. Such support will Include
+hose functions within the purview of the depariment and
+o the extent that the principal militery misslon is not
compromised., These functions will| inciude but are not
| imited o the following:

a) assist in providing securliy;
by assist In locating the device;

c) assist in deactivating and removing the device.

Federal Emergency Management Agency (FEMA) - FEMA has the

responsibil ity for coordinating emergency planning and close
out operations following resolution of the criminal aspects
of the nuciear misuse. Once the weapon is deactivated and
secured or clean-up operations commence FEMA will assune
command of the incident fram the FBI.
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Pursuant to directive of the President, the FBI will assume command and
control of the Incident management while criminal misuse actlvities are
existent, This means that all agencies will be expected to cooperate in
t+he rescolution of the problem under direction of the FBI.

I+ is not intended that this document supersede any DOD directive
currentiy in effect regarding handl ing of DOD special devices,

State or local agencles upon recsiving a nuclear weapon's threat wil |
immediateiy notify the FBI, KyDES, and KSP.

Response

1.

Should & nuclear ‘threat occur which requires meeting demands or
making concessions during a ery short time interval, the locai agency
receiving the threat may, by necessity, have +o respond using only
those skills and resources immediately availablie. Concessions to
demands fn a nuclear extortion are of national Interest and must be
careful ly evaluated. However, the nearest FBI flieid divislon, KyDES
and KSP must be Immediately advised of the threat. These agencies
will alert additional resources and perscns and have them available
as rapidly as possible.

Sane threats may provide time to meet the threat demand, thus
allowing time for a more del iberate, orderly, and effectlive response
1o evaluate the true nature of the threat. The following guidel ines
provide a basls for response action:

a. The Threat

1} Recelpt of a nuclear threat can be received in many different
forms, such as telephone caills, tape recordings, and |letters.
Regardiess of the threat, it is Imperative that the individual
or the agency recelving the threat acquire and preserve al|
possible materizl and Information concerning the threat.

2) This and all other Infcrmation regarding the threat, must be
immediately forwarded to the FBI| at the time of notiflcation,
inasmuch as the exact wording and tone of a threat message
can be of Invaluable assistance In determining the
credibii ity and the potential hazard asscciated with the
threat, it is imperative that the exact wording and tone of
threat be conveyed accurately. See Annex F of this SOP.

3) Everything assocciated with the threat should be handled
cardful ly and preserved as evidence {or possible future
examination and evaluation by experts. As few people as
possible should physically touch the evidence.

Ab-1-4 Ky DES-02-88



b.

C.

e,

f.

Notiflcation ~ The FB! and KyDES should be contacted immed!ately
upon receipt of a nuclear threat, The telephone number for the
FB1 is (800) 752-6000 for KyDES (502) 564-7815, and for KSP
(800) 222-5555.

Threat Credibil ity Assessment « The FBl, in cooperation with DOE,
KSP and local |law enforcement agencies will provide for
assessment of the threat to determine the credibility and

impi ications of the threat. Credibil ity must be continucusly
reviewed and assessed as Investigative and search infelligence is
acquired,

Cocrdination between Agenclies

1} The nucieus of the agencles with Tmmediate interest will, as
a minimum, be the FBI, FEMA, USDCE, DOD, KyDES, KSP,
Department for Health Services, Fire Marshal, NR&EPC, and
local DES. The FB!, as the lead investigative agency, will
coordinate with all Interested agencies In order to maintzin
continuity and cohesiveness of the actions taken. Command
decisions will be made by respective members of the Task
Force with regard to the discharge of thelr responsibilifles
as the situation develops. All decisions for action will
clear through the state and on scene Emergency Operations Center.

2) An on - scene emergency operationcenter wii| be established
where the coordlnating agencies can meet and evaluae
information, make operational decisions based on information
collected, and solve the technical problems involved in the
search, Identification and removal of any device.

3) One public Information center wilil be establ ished through
which all agencles will Issue news releases. Due fo the
potential for pubilc panic in this type of situation no
releases will be made without approval of the Commander of
the EOC. PlOs of various agencies will assist in the media
coerdination of the event,

Investigation - lnvestigation of a viable threat.is the basic

rasponsibil ity of the FBI. However, to mount an effective
investigation the cooperation of [ocal, state and federal
agencles, Iis necessary.

Search

1) Once it has been determined that the nuclear threat is
credible and protective actions commensurate with the
sltuation have been taken, search for the device should
begin. Sophisticated searcher equipment will be brought to
the scene by NEST. Premature searching may arouse public
awareness and unwanted concern. |If the response time is very
short the search may be started by the local response agency
and the information in Annex E shal! be considered.
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2}

3

4)

When the demands are fo be met In a longer time pericd,
search for a nuclear device wlll be conducted by NEST, as
requested by the FBI with assistance of appropriate locat,
state and federal agencles as needed.

Prlor +o the arrival of MEST, a visual search by persons
famitlar with the area may be conducted, This actlion must be
careful |y evaluated due to creation of unwanted pubiic
concern. Conhcurrent wlth the search, [ew enforcement
agencies In concert with the FBI will endeavor Yo provide
additlonal information about the threat and Its source.

I radlatlion detection equipment is used In the Inltlal
search, It should be remembered that xommonly avallable
meters (iacluding all c¢ivil defense meters) are Incapablie or
at best unrellable for the detection of alpha, beta, or fow
energy gamma emliters.

g. Device Located

1)

2)

3

4)

5}

|¥ a suspected nuclear device s found during a search prior
to the arrival of NEST, the area should be evacuated and
other protective actions taken approprlate to the situation.
DOE and the Cabinet for Human Resources, Radlation Control
Branch wil] advise of the area t¢ be evacuated. Prior fo
arrivai of trained EOD personnei, NO ATTEMPT shail be made to
neutraf ize, deactivate, or move the devlice.

When a milItary nuclear weapon is [nvolved a mllltary
Explosive Ord!inance Dlsposal (EOD) Team wlli be Involved in
deactivation and disposal of the weapon.

I+ an improvised (homeadel} device Is Involved, designated
persons from DOB and DOE fam{liar with design characteristics
of nuclear weapons or Improvised explosive devices should
determine the approprlate action to be taken.

If a nuclear weapon is Involved only DOE nuclear weapons
experts and/or specfally trained ECD teams shal| be Involved,

Annexas C and D of this SOP discuss hazards and exposure
criteria that shouid be taken Into account when searching for
a suspected nuclear weapon.

h. Erotective Acilon

1)

Protective actlons are nonsequential because It may be
necessary to Institute them at any time or reapply them at a
later a time. They should be considered In two phases:

a} Those actlons (preventive) taken to prevent loss of [life,
injury or destruction of propety; and
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b)Y Those actions (restorative) that wouid be taken if the
threat should be carried out.

2) CHR, Radiation Control Branch s responsible for recommending
protective actions to the Governor or the Director of KyDES,

Med]cal

In the event of nuclear detonation or the dispersal of
radioactive materlais, special medical care may be required for
irradtated and/or contamlnated patients. Most hospitals are not
equipped with adequate facliities and trained pesonnei for
required teatment; thus, cases of severe exposure should be
directed to Universlty of Kentucky Medical Cenier, Humana
Hospltal University In Loulsvilie, St. Luke In Fort Thomas or
Reacts in Oak Ridge, TN.

1) Local = Local Government Is respensible for pianning and
coordlnating medical servlces during the emergency. The
medlcal plan shall provide for:

a) IldentIfication, ¢coordination and control of local medlcal
emergency response forces.

b} Medlcal pianning Including designation, tralning, and
exercising medical facilitles and personnel,

c) Special medical treaiment and services required for
treating radlation exposed and/or contaminated patients.

d} Coordlnation of assistance provlided by private hospltals,
clinics, medical assccliations, health and other socleties

and quas! = governmental groups.

2) Siate - Cabiret for Human Resources, Department for Health
Services, Is responsible for emergency medical care in
support of local government and will provide:

a) Technlcal advice;
b} Procurement of speclal equipment and services, such as

whole body counters, |aboratory servlice, decontamination
facilIties, radlcactive waste disposal, efc.;

¢} Emergency procurement, storage, distributlion, and
handl Ing of supplemental medical supplies;

d) Lialson with the Kentucky Disaster and Emergency
Services; and

e) Procedures for procuring medical assistance from other
state depariments.
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J.

k.

3) Federal - Federal agencies wlil provide technical advice,
equipment and supplementary resources in support of medical
operations.

Heal th

After the spread of radloactive materials, special health
problems result from radloesctlve contamination. Therefore, plans
for health services must address this probiem as well as normal
sanitation and other heslth problems,

1) Local = Local goevermment Is responsible for providing health
and sanltation services, These services include but are not
{imited to:

&) Personnel decontamination;

b) Sanltation In reception centers;

c) Inspection of food to determine radloactive contamination;
d) Potable water;

e} Protection of agricultural products from radloactive
contamination,

2) gState

a) Kentucky Disaster and Emergency Services will coordinate
the efforts of State agencies to support local emergency
operatlons.

b) The Deparimeni of Health Services will have the primary
responsibillty for the administration and appl ication of
health services support and will provide resources,
personne! and technical advice.

3) Egderal -~ Appropriate agencles can provide supplementary
emergency equipment, supplies and technical advice to local
health authorities. Local jurisdictions should forward thelr
request to KyDES who will notify FEMA which in Turn will
contact the appropriate federal agency.

Public Information

1} Though [nformation of all types from many different sources
will be processed, some types are more Important than others.
In recognition of this act and the necessity of using
avallable public Information facilities in the most efficlent

and effective manner, the following priorities are establ Ished:
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a) Lifesaving - Information essential to survival, health, and
safety before, during and after the Incident.

b) Recovery = Information cencerning disaster recovery and
m‘ﬂ
rel jef programs and servlces,

c) Other - Non-emergency information released by participating
government and voluntary agencles.

2) Coordination of Releases: |In coordination with the FBI, U.S.
Department of Justice, the local, state, and federal agencies
wiil be responsible for preparing releases pertaining fo their
activities, All state releases will be made through KyDES PIO.

Other State Resources

1) State Fire Marshal Is responsible for coordlinating fire and
suppression equipment and manpower In support of local
government.

2) Natural Resources and Envircmmentz) Protectlion Cabinet is
responsible for providing technical assistance to locai and
governments concerning water and alr qual Ity samp!ing.

Restoration - The problem to be solved and the work requlred durlng
restoration may be complicated by the presence of radloactive
contamination, Thus focal govermment way requlre state and federal
support,

1) Local - Lecal govermment Is responsible for the evacuation of and
re-entry Into affected areas, Tasks thal may have to be
undertaken during this period Include:

a) Decontamination of property and food supplles;

b} Security of evacuated areas to prevent unauthorized enfry and
vandal ism;

c) Mass care and wel fare;
d} Monitoring of people and property for radiation contamination;
e) Transportation;

f)} ldentificaton and dlspersal of radioactive contaminated
matelals that can't be decontaminated;

g) Engineering support;

h) Long = term radlation monltoring;

i} Control of radiation exposure to the public and workers;
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Vi,

2)

3)

TABS

AA=1=1
AA-1=2
AA=1=3
Af=1-4
AA=1=5
AA=1-6
AR-1-7

J) In concert with state and federal assistance, establish a
program for dealIng with long term medical problems.

Sjate - Kentucky Disaster a2nd Emergency Services wlll coordinate
state support during the emergency and restoration.

Federai - The Federal Emergency Managemenl Agency (FEMA) wlll|
provIde assistance fo the local and state govermment wpon request,

Joint Federal Agreement
Weapon Materal

Radiation Exposure Control
Protective Actions

Search Technique

Threat Documentation

Federal Response Scenario
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v,

TAB AA=1-1

JOINT FEDERAL BUREAU OF INYESTIGATION,
DEPARTMENT OF ENERGY AND
DEPARTMENT OF DEFENSE AGREEMENT FOR RESPONSE
TO IMPROVISED NUCLEAR DEVISE INCIDENTS

PURPOSE AND SCOPE

To set forth and define speclfic areas of responsibil!ity and procedurss
for responding to emergencles Involving Tmprovised nuclear devices {(IND)
within t+he United States, District of Columbia, Commorwealth of Puerto
Rico, and U. S. possessions and territorles, by representatives of the
Federal Bureau of lInvestigation (FBI), Depariment of Energy (DOE), and
the Depariment of Defense (DOD)., These provisions amplify the current
DOD/DOE Agreement of 1| March 1977. DOE/FBi Memorandum of Understanding
of June 1976 deal ing with response o accidents or incident involving
nuclear materiai, and the Atrorney General's letter to the Secretary of
Defense on assistance to Federa! agencles combatting terrorism, dated 10
November 1972.

TERMS OF AGREEMENT

A. This agreement shall be effective upon signature by representatives
of the FBI, DOE and DOD.

B. Amendments, mod!iflcations, or termination of this agreement may e
made by written agreement of all partles.

eoLIcY

In the event of a nuclear threat inclident Invoiving an IND, the FBI! is
responsibie, as set forth in Sectlon 221,b of the Atomlc Energy Act, as
amended, for investigating all alleged or suspected criminal violations
of that Act.

The FB! has primary Jurlsdictlion where a questlon of the violation of
Federal law exists and, where appropriatre, will coordlnate the
utilization of available rescurces In the Interest of public health and
safety, DOE and DOD will provide assistance and support to the FBI as
listed In Sectlon ¥ of this agreement.

[MPLEMENTAT I1ON

Each party will issue [ts own departmentai Instructions and detalled
operating proceducres Implementing this agreement and wil | develop and
exchange addlitional instructions and procedures as are deemed necessary

for the continued Impiementation of this agreement.

A A=1=1=1 KyDES~02-88



Y. RESPONSIBILITIES

A,

The

1.

2.

5.

6.

7.

8.

The

2,

FBt wiil:

Act as the Federal agency In charge at the scene of an [ND
incident and assume Jurisdiction over ail fleld srganizations.

Establ Ish and maintfain contacts and coordinate IND incident
support requirements with cther Federal and local |aw enforcement
agencies.

Provide security for perscnnel and equipment to be utillzed In
search, deactivation, and ¢leanup operations.

Provide, at the incldent scene, a representative to act as
Ilaison with Federal and lccal authorities,

Notify appropriate Individuals and offices of any ruclear threat
incident.

Notify DOE Headquarters of support reqirements and provide:

a. The exact wording of threat messages, copies of drawings,
nuclear material samples, or other related intelligence for
scientific analysis and credibility assessment.

b. All information pertinent to an assessment of a threat
perpetratort's technical capabilities to carry out a threat.

Notify the Natlonal Military Command Center (NMCC)/Emergency
Ordnance Disposal (EOD) of support requirements for elther standby
or deployment,

Provide additional support as requlred by DOE and DOD/EOD
personne| in carrying out assigned operations.

DOE, upen notlfication by the FB! of an IND incident, wlll:

Provide scientific and technical assistance and advice to the FBI
and DOD In the areas of threat assessment and search operations,
device deactivation, hazards assessment, contalinment, relccation
and storage of special nuclear materlal evidence, and in
post-incident cleanup.

Analyze threat messages for technical! content, nuciear design
feasibility, and general credibi! Ity and provide such analyses to
+he FEI.

Acquire, maintaln, and make avallable any special equl!pment and
capabllities required to provide the necessary sclentific and
technrical support.
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c.

0.

E.

7.

8.

Coordinate IND incident activities with the Nuclear Regulatory
Commission (NRC), as appropriate. (IND Incidents Involving
faci| ities or material within the Jurlsdiction of the NRC are
Initiaily reported by NRC t+o the FEI.)

Arrange for any special transportation of DOE equlpment,
personnel!, and/or nuclear materlal, as required.

Not1fy the DOD and clvillan agencies of, and request assistance
for, post-incident cleanup activlities as soon as appropriate.

Have final authority concerning the classliflication of Restricted
Data and DOE-originated National Securlty Information asscclated
with source material, special nuclear materlal, radloactive
by=products, or nuclear weapons/components.

Provide, upon request by the FBI, sclentiflc and *echnical
Information and testimony for use In any legal actlon undertaken
by the Depariment of Justice.

DOD, upon request by the FBI, will:

i.
2,

The

Provide EOD fechnlcal and operational assistance to the FBI.

Provide EOD technology, procedures and equipment for working
polnt access, device deactivation, and nonnuclear dev Ice
dlagnostics.

FBI, DOE, and DCD will:

Coordinate al| proposed press releases related to IND Incidents.
Any media or public Inquirfes will be Inltlaiiy referred to the
FB{; responses to such Inqulries will be coordinated with DOE and
DoD.

Treat all IND incident Information wlth adequate securlity and
conf Identlal ity commensurate with National Security
classification guide! Ines and the standards for the preservation
of criminal evidence,

Review +he IND incldent for the purpose of Ilmproviag upon future
Joint responses.

Provide a mechanism for coordinated planning and for coordinated
{raining and testing of IND incldent management, equipment, and
personnel .

DOE and DOD, in support of the FBI, will:

Develop working point operating procedures to be followed after
location of in IND,
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2. Provide for:

a. IND ECD training material Including inert nuclear and
high-expicsive devices and fuzing and flring systems.

b. Reallstic training exerclises that Inciude participation by
al! parties (FB!, DOE, and DOD/DOE).

¢. Tralining In EOD practices, procedures, and component
identIfication safety precautions for IND.

d. Research and development in the areas of render safe and
disposal technology including radlation dispersal contalnment
concepts.

Vi. PROCEDURES

A. Initial Notification

1. IND inclidents could Initially come to the attention of the FBI,
DOD or the DOE. Upon receipt of such information, the agency
Informed shali Immedlately notify he nearest FBI offlce and
provide all known [nformation. The FBI wlil! officially netify
a2l |l agencies involved of the Incldent.

2. A}l agencles shall notify the various branches, offlces, or
Individuals concerned within thelr jurisdictions about the
sltuation and speclify what actions and/or resocurces might be
requlired.

B. Inttial Notification

1. The FBI wlil designate a Speclal Agent fto take command of fleld
operations and Special Agents to act as |laison with DOE
Headquarters, (oczl police Jurlsdictions, and the NMCC,

2. DOE will consult with the FBI and wil! assign perscnnel fo provide
required support. An FBI! [laison representative will be
designated by competent authori+ty to accompany DOE persoanel to
the scene of an IND |ncident for local coordination purposes.

3. The NMCC will, upon the receipt of notification by the FB! of a
credible IND incident, notify the applicable DOD Emergency
Operations Center (EOC) which will utillze Its establ ished
motification system In erder to dispatch an EOD ynit and cther
technical and operational support to the incident slte. An FBI
representative will be designated by competent authority as point
of contact for ECD perscnnei at the scene of an IND incident for
local coordlination purposes,

4., The DOD/DOE command post will be colocated In the Incideat sit
control center,
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C.

DI

E.

Threat Assessment

1.

2,

4.

The FBI with DOE assistance, Incliuding DOD participation when
appropriate, will provide a threat assessment.

DOE w!ll provide sclentific and technical assistance for
determining the credibil ity of speclfic nuclear threats and the
potential hazards assoclated with those threats and report Its
assessments to the FBI.

DOE w!l! determine, in coerdination with the NRC, If any source
materlal, speclal nuclear material, or radioactive by-products
are missing or unaccounted for the report results to the FBl.
DOD and DOE will, when requested by the FBI, determine [f any
nuciear weapons or compcnents are missing.

The FB! will notify DOD through the NMCC of any credible threat
and request DOE and DOD/ECD assistarnce,

Search and Location

1,

2,

3.

5.

6.

7.

DOE wiil have primary responsibillty for the search and location
of INDs.

DOE wlli dispatch, upon request of the FBI, a DOE response group
and necessary speclal equipment to the scene of an incident.

The DOE response group wl!ll, by use of speclai ized equipment,
attempt to determine the presence and ifocation of an IND.

DOE wll! relay af'| data reiating to the IND Including
radloiogical readings, configurations, and location to the FB!
and the DOD/EOD team.

DOD/EOD personnel will Identify the presence or suspected
presence of booby~trapped devices In the area or structure in
which the DOE response group Is searching.

The DOD/EOD +team present will be responsible for the clearance
of any booby-traps or other hazardous Item sencountered by the
DOE team during the search.

The FBI wlll have primary responsibillty for securlity of, and
access to, the [ocation of an IND Incldent.

Incldent Site Reconnaissance and Clearance

1.

2.

DOD/EOD, with DOE technlcal asslstance, wll! have primary
responsibil ity for Incldent site reconnaissance and clearance.

DOD/EQC personnel will clear the area/structure of explosive
dev ices.
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F.

G.

H.

3.

DOD will provide a qualifled Individual for safety and
coordlnation of functions at the working point,

Diagnostics and Measurements

1.

2.

3.

4.

DOE, with DOD/EOD assistance, will have primary responsibillty
for dlagnostics and measurements.

DOE perscnne! w!ll determine, through use of diagnostic and
neasurement equipment, detalls of the suspected device, including
Its structure and function.

Data relative to the anticlpated structure and function of the
device will be provided by DOE +o the FB! and DOD/ECD personnel.

Provide a hazard assessment to the DOD and FBl as related to the
Incidant,

Dispersal Contalnment Preparations

1.

2.

DOD with DOE and FB! support wlil have primary responsibi|ity for
dispersal contalmment preparations.

DOD/EQD and DOE personnel will develop, with FBI support, any
required containment apparatus for explosive and radiological
matier.

Dev ice Deactlivation

i,

2,

3.

DOD/EOD, with FBI and DOE support, w!ll have the primary
responsibil ity for device deactivation.

DOD/EOD personnel will develop sultable render safe procedures.
DOD/EOD personnel will perform the approved deactivation

procedures, DOD/EOD, FB!, and DOE personne! will work in close
cooperation +o achieve the deactivation of the device.

Post iInclident Qperations

1.

2.

The FBI, with suppert of DOE, DOD and other Federal, state and
locai authorlities will have primary responsibility for
post=Incldent operations.

DOD/EOD and DOE personnei will work ciosely with, and in support
of, the FBIl in the presevation of evlidence.

DOE and DOD wil |l arrange for any speclal transportation of
nucl|ear material Iin coordination with the FBI,

The FBI wilil request assistance from DOE, DOD, and approprlate
clvlllan agencies for post~incident cleanup.
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J. MajJor Emergency or Disaster - In the event of a major emergency or
disaster, DOE will assist In the response 1o post-incident cieanup
requirements In coordination with the DOD and various civilian
agencies as provided for under other agreements. DOE will have
assistance from the DOD as provided for In the 1 March 1977, DOD and
DOE Agreement In Response to Accldents - incidents Invelving
Radlcactive Materlal or Nuclear Weapons.

Vil, EMERGENCY ASSISTANCE EXPENSE

DOD, DOE, and the FB! will each fund for the costs which they incur In
providing the equipment and services required to meet their
responsibilIties defIned in the agreement. Any reimbursements which may
subsequentiy be agreed upon by the undersigned in furthrance of this
agreement wil| be In accordance wlth the Economy Act, 31 U.S.C. 8.
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TAB AA-1-2
WEAPON MATERIAL

S} TUATION AND ASSUMPT ION

A-

A variety of materials could be used in making an improvised nuclear
device. These would pose different levels of hazard o the human
body.

Hazards

1.

2,

Plutonium (Pn}

Plutonium 1s @ fisslle nuciear material used In nuclear weapons.
I+ 1s a radicactive metal lic element with a very long half life
and Is highly toxic and may cause death or permanent Injury after
infernal exposure to small quantities. Entry into body s by
Ingestion, Inhalatlon, or through a bresk in the skin.

Other Radlcactive lsotopes

Some of the more common radiocactive isctopes cther than plutonium
which may be used in a threat are:

a. P=32 (phosphorus)

b. Co-60 (cobalt)

¢. Sr=90 (strontium)

d. =311 (lodine)

e, Cs-137 (cesium)

f. Ir=192 (Irfdium)

g. Au~198 (gold)

h. Ra=226 (radium)

jo H=3 (tritium}

Jo Ca~45 (calcium)

k. Zn-65 (z2inc)

All of these and many other radlolsotopes could be used in a
dispersal devlice; however, there is a wide variation In toxicity
among the radlolsctopes depending upon thelr chemlcal and

physical properties. Thus identification of the [sctope and its
chemical form Is necessary to determine the proper response.
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3. Fissila Materials

Oniy certain isctopes of uranium =nd plutonium (speclal nuclear
materlal) are capable of sustalning a chain reaction and are
sultable for use in constructing a nuclear explosive. Other
elements cannot be used to make a nuciear explosive.

4, High Explosives (HE)

A high explosive (HE) Is an essentlal eiement [n a nuclear
explosive. When a radioactive dispersal device [s Involved in
the threat, HE may or may not be present, HE in the form of TNT,
dynamite, and others are dangerous to handle at any time. In a
bomb, they are especially dangerous since they may be used with
crude and/or sensltive detonating devices. Therefore, only an
expert famillar with such devices should atfempt to dlsarm them.

5. Nuclear DeTonaTlog

In +he event of a nuc)ear detonation, thermal, radiatlion and
blast are added hazards in the Immedlate area, In addition there
s the potential for airborne radlation spreading downwind and
being deposited as falicut.
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TAB AA-1-3
RADIATION EXPOSURE CONTROL

SITUATION AND ASSUMPTION

Procedures to be used for [imiting radlation exposure have been developed

by CHR, Radlatlion Control Branch. These procedures are contalned within
that branch's Tnternal SOP.

CONCEPT OF OPERATIONS

The following Is general guidance to be observed In |imlting radlological
exposure {f advice is unobtalnable from the Radiation Control Branch of
the Cabinet for Human Resources.

A.

Hazards and Exposure Crliterla

Exposure To large quantities of nuclear radlation over a relatively
short period of time can cause disabling sickness or death. Exposure
to lesser quantities, elther externally or through fnhalation and
Ingestion, may resuit in chronic impairment to health. Radiation
exposure may also damage the genetic material In the body of the
Indivlduais, resuiting in health impalrment In future generations,
Therefore, siringent |imits have been established as foliows:

1. Geperal Population

All practicable measures must be taken to |imit whole body
exposure dose to any Individual of the general population 1o the
recommended 2.5 rem in any one year.

2. rgen kers

Any persons engaged In cperations required to mitigate the
effects of the incident Is an emergency worker for the purpose of
this Pian,

a. [Emergency Operations

When an incldent occurs, emergency operations wil! be
necessary to save |lves and reduce escalation of the
radlological problem. Emergency workers who are Involoved
could concelvably become exposed to radlation and
contamination while carrying out thelr duties.

b. Llye Saving Actlons

I as a result of a release, entry into a radiation aea Is
necessary to search for and remove injured or trapped
persons, exposure |imlts of 5 rem may be exceeded by workers
Involved. In such a case, the following guldance extracted
from MNatlonal Council on Radiation Protection {MNCRP) Report
39 should be considered,
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1) Rescue personne! shouid be volunteers or professional
rescue personnel (e.g. firemen who "volunteer™ by cholce
of employment).

2) Rescue personnel shouid be broadly famliiar with the
consequences of exposure.

2) Women capable of reproduction should be advised of the
risk before taking part in these actions. This includes
al | emergency response organl/zaTions.

4) Other things being equal, volunteers above the age of 45
should be selected.

5) Planned dose to the whole body shail not exceed 100 rems.

6) Hands and forearms may recelve add!tional dose of up fo
200 rems {{.e. a fotal of 300 rems).

7) internal exposure should be minimized by the use of the
best avallable resplratory protection, and contamination
should be controlied by the use of avallabie protective
clothing.

8) Normally, exposure under these cond!tlons should be
{imited +o once in a |[fetime.

9) Persons recelving exposure as Indicated above, should
avoid procreation for & period of up to a few months.

c. Extraordinary Emergency Operafions

This appl les under less that |1fe saving circumstances where
It is stil! desirable to enter a hazardous area to protect
facllities, eliminate further escape of effluents, or to
control fires, All elements |lIsted under guldance glven for
section 2b, above should be fol lowed except paragraphs 2-b=5)
and 2-b=6), Change these as fol lows:

2-b=5) Planned dose to the whole body shall not exceed 25 rems.

Z=b=-5} Planned dose of hands and forearms shaill not exceed
75 rems Including the whole body component.

d. Persons recelving exposure as indlcated above must be

provided expert medical treaiment, consultation and service
Individual perscnnel dosimeters.
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TAB AA-1-4
PROTECTIVE ACTION

SITUATION AND ASSUMPTIONS

Procedures to be used for establishing protective actlions are set forth
In CHR, Radiation Control Branch SOF.

CONCEPT OF OPERAT !ONS

A.

B.

C.

D.

E.

Two different populations at risk will have to be combined when
dealing with & nuclear weapon - those at risk from direct effects and
those at risk from Indirect effects,

1. Direct effects Includes blast, fire and Inltlal radiation.

2. Indlirect effects includes radioactive fallout and
eleciramagnetic pulse.

Types of Protective Actions are:
1. Evacuation

Z. In Place Shefter

3. Access Control

4., Agriculture Product Control

Kentucky DES maintalns |ist of Faclilities providing fallout
protection in the state.

Evacuees wil| be moved beyound the projected 2 pound per square inch
{bast overpressure shock wave and/or contaminated area, whichever is
greater, resulting from the weapon explosion.

Evacuees wll| be sheltered In conformity with Kentucky'!s Emergency
Operation Plan. A wlde variety of protecive actions are avallable
that can e used to reduce or elimlnate the effects of radiation and
contamination. For the purpose of this plan, protective acticons are
considered In iwo aspects:

1. n Prevent Contaminati

Sefected objJects and materlal may be protected from contamination
by covering them before the "cloud"™ arrives. For exampie, fo
avold the contamination of food obtalned from | lIvestock, ali

| lvestock feed should be covered. Machinery that cannot be
decontaminated economical ly shouid be covered. Windows and doors
of homes should be closed and sealed, Llvestock should be put
Into the best covered space. Providing cover against
contamination may require time needed for other actions such as
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4,

5.

evacuation; thus, under some clrcumstiances, [T may not be
operational ly feasible. Closing water Initake valve from a
contaminated reservoir to 2 municipa! water distribution system
has the same effect as covering. If prevents contamlnation of
the water system and prevents the general public from Ingesting
contaminated water. This Is a no cost action that requires
lit¥ie planning and does not require public participation. it
requlres coordination with essential water consumers (flre
service} and a public Information announcement.

Sheiter from Radliation

The average home offers signiflicant protection, especlially If the
vent{liation system Is shut off. Shelter, to be used
effectively, requires professional evaiuation and planning. If
avaiiabte, 1t offers an alternative ‘o evacuation.

EzacuaTe

Evacuation s a major countermesure to prevert or reduce exposure
and contamination. I+ Is 2 complex operation possibly Involving
several govermmental depariments. I+s effectiveness Is
considerably enhanced by detailed planning. State support for
evacuation will be In accordance to the Kentucky Emergency
Operation Plan. See Attachment 9 and 10 for additional
Informatlion.

Resgirafors

Most respirators with the proper f1!tration cariridges and a gocd
seal around the face are effective In preventing the Inhaiaticn
of alrborne particulate radioactive materlals. These are most
appl lcable *o emergency workers operating In the contaminated
areas. Self contained breathing apparatus are preferable.
Resplrators offer no protectionfrom gamma radiation.

Protective Clothing

Protective clothing Is worn to prevent contamination of the skin.
I+s princlpal value Is to reduce or e¢llminate the need for skin
contamination, but offers no protection froam gamma radlation.

Jmport Clean Food and Water

The radlation and contamination levels may be low encugh to meet
occupancy standards, but not jow enough for contaminated food and
water In the area to meet ingestion standards. Such food and
water should be tested In a laboratory to determine [f they meet
ingestion standards. Meamwhile, focd and water wouid be Imported
untii local supplies are determined +o be safe from
contamination.. Uncontaminated foods such as those stored In
sealed containers, refrigerators, freezers, etc. could be used.
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B.

Rgs+ora+1ve Actions

Recovery of restorative actions are those necessary to aliow
re-entry intc an area or release of things for use after having been
cocntaminated. Some of these actlons are:

1.

2.

3.

Decontamination

Decontamination Is the removal of radloactive material from
surface. I+ is a corrective actlion to reduce the |lkel Thood of
ingestion and beta skin exposure and, to a lesser degree, whole
body radiation exposure, Decontamination Is a relatively
expenslive action that is performed under professlonal
supervision. Allowing radloactive materlal to decay Is an
alternative to decontamination.

Speclal Chemicai Treatment

Special chemical treatment s a form of decontamination appiied
to contaminated water, milk, or other contaminated substances
from which the radloactive chemicals can be removed. I+ Is used
to recover resources that wouid otherwise require disposal,or
which wouid, If Ingested, subject the population to Internal
contamination.

Rgdloacfive Dggax

Atlowing tIme for radioactive decy Is a delaying action, keeping
the general population from radicactive items and areas, 1o
provide for time for the natural process of decay to occur. The
normal use of {tems and areas can be resumed when radlatiom
and/or contamination |levels meet acceptabie standards. Awaiting
decay Is a major countermeasure applicable to radiolsotopes +hat
decay repidly. The cost of allowing time for decay would be
evaiuated In rejation to the cost of other countermeasures.
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TAB AA-1-5
SEARCH TECHNIQUE

CONCEPT OF OPERAT |ONS

A,

General Conslderations

T-

2.

5.

6.

7.

THE SEARCH SHOULD BE CONDUCTED BY OR IN THE PRESENCE OF TRAINED
PERSONNEL EQUIPPED WITH INSTRUMENTS CAPABLE OF DETECTING
PLUTONIUM OR OTHER RADI!OACTIVE MATERIALS.

The search can be expedited [f personnel who are famillar with the
area or the bullding and its contents are used.

Areas housing critical equlpment/machinery should be searched by
personnel most famillar [Th the area and the equipment,

If a suspected nuclear or dispersa! device Is found:
a. DO NOT touch or attempt to move the object.

b. The danger area should be Identifled, and blocked off wlith a
clear zone.

c. Call KyDES to request Nuclear Emergency Search Team or
mil I+ary EOD ass!stance.

d. Call the FBI [mmediately to Insure appropriate Federal
notifications are made and actions taken.

Since piutonlum [s an aplha emitter, it may be carried info a
buliding in any type of package. Alpha radiation, since It is
easily shielded, will not be detected through the package.
However, there !s associated with piutonium a low energy gamma
ray which can be detected by sophisticated detectlon instruments
avaliable through DOE.

The more common radioioglical I[sotopes are capabie of belng
detected by the civil defense CD ¥ jow level Gelger counters.
Nevertheiess, only competent, trained personnel should be
Involved In the search for these materials.

THE CIYIL DEFENSE CD ¥ LOW LEVERL GIEGER COUNTER OR ANY OTHER CD
INSTRUMENT CANNOT DETECT ALPHA RADIATION OR VERY LOW ENERGY
GAMMA, (SUCH AS ASSOCIATED WITH PLUTONIUM.) THEREFQRE, IT IS
IMPORTANT TO REMEMBER THAT FALSE/INACCURATE READINGS CAN BE
OBTAINED WITH ANY INSTRUMENT. FOR EXAMPLE, !N HIGH RADIATION
AREAS THE CD V LOW LEVEL GEIGER COUNTER MAY BECOME SATURATED (AND
READY ZERO) THEREBY GIVING A FALSE SENSE OF SECURITY. IT IS
EXTREMELY |MPORTANT THAT PERSONNEL BE FAMILIAR WITH ALL
INSTRUMENT PARAMETERS. DANGERQUS QUANTITIES OF RADIQACTIVE
MATERIAL CAN BE "HIDDEN" FROM DETECTION INSTRUMENT, IF SUFFICIENT
SHIELDING HAS BEEN PLACED AROUND THE MATERIAL TO ABSORB THE RADIATION.
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TAB AA-1=6
THREAT DOCUMENTAT ION

The origlinal threat message should be Immediately turned over to a law
enforcement offlclal for preservation as evldence, Handle as little as
possible,

Telephone Threats

1. When a teiephone threat Is reported, collect the following
Information for submission to the threat analyst. PAGE 6~3 contalns
a Bomb Threat Report Form.

a.
b.
C.
d.
8.
f.
g.
h.
Te
Je
k.

DCate and time of Threating call

Exact words of person making call

Name (If glven, request exact spel!ling}

Sex

Accent

Speech pattern (stuttering, |isp, slurred, etc.)

Tone of vcice (lrate, calm, frightened, nervous, etc.}?
Is the voice famlllar?

Background nolses

Local or iing dlstance cail

I+ a tape has been made of the message, submit It to the FBI or
State Police for a volce print analysis.
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TAB AA-1-7
FEDERAL RESPONSE SCENARIC

CONCEPT OF OPERATIONS

A,

B.

C.

D.

E.

F.

Information on threat Is forwarded to FBI.

FB! contacts Department of Energy to evaluate threat.

I+ threat Is considered viable from a non-technical polnt of view the
Nuc!ear Emergency Search Teams (NEST) at Andrews Alr Force Base at
Washington and McCarran Alrport at Las Vegas are put on fwo hour alert.

Technical information on the threat Is forwarded by DOE +o Sandia and
Los Alamos National Laboratories in New Mexico and Lawrence LIvermore
National Laboratory in Callfornia.

Threat Documentation 1s forwarded +o FB! forensic laboratory for
examination. Copies are sent to RAND Corporation In Santa Monica,
Cal ifornia and Syracuse Reasearch Center In Syracuse, New York for
background Information on the sender.

[f the threat Is confirmed the NEST team Is dispatched to the site
and a2 ground and aerial survey using sophisticated radlological
detection gear Is carried out. At this point the FBI becomes the
lead agencyand ail proposed actlons by state and local govermment
should be coordinated through the FBI.

Once the weapon's general position Is located a mi}ltary EOD team and
NEST carry out the final search.

Upon actual location of the weapon the milltary EOD team and NEST
determines if It can be deactlvated.

NEST advises the Governor of protective actions which are needed.
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II.

III.

APPENDIX AA-2
BOMB THREATS

SITUATION AND ASSUMPTIONS

A.

E.

There are two types of bomb threats .

l. Hoax
2. Real

Bomb threats are normally made by phone or mail.
Rarely are they made in person.

All bomb threats must be treated as real until
proven otherwise.

The bomb threat report form {Tab AA-2-1) will be
filled ocut as the threat is received or immediately
afterward.

Bombs may be sent by mail, delivery service oOr
placed on site by an individual.

DIRECTION AND CONTROL

A.

B.

The building superintendent is responsible for
coordinating the search for a bomb.

Each individual is responsible for searching his
area for the bomb and reporting any suspiciocus ob-
jects to his/her supervisor before ewvacuating.

CONCEPT OF OQOPERATIONS

A.

The building supervisor will be immediately
notified of the bomb threat. He/she will hawve the

occupants of the area search their area for any

signs of a bomb. Whether a bomb is found or not
the area will be evacuated until after the deadline
for the explosion of the bomb.

The local police and fire departments will be
notified, but will not take part in the search.
Only pecple familiar with the building will conduct
the search.

Only when a possible bomb is located will the ap-
propriate emergency response agencies enter the
building.

1f a bomb is found the bomb threat becomes a police
matter. Even if a bomb is not found the incident
may become a police matter. All documentation
should be made available to the police.

Aa-2~1
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Iv.

Direction and controcl of all activities at a bomb
scene declared a terrorist act will be assumed by
the local police unless the incident is such that
the KSP or the FBI has jurisdiction.

If no bomb is found after the initial search and no
explosion takes place in the indicated time
bracket. the building will be searched again before
returning to routine operations.

When the building is evacuated all evacuated people
will report to designated areas. They will remain
there until normal end of shift or the building is
declared safe to re—-enter.

Maintenance personnel should search all public
areas in or around the building.

The explosion of a bemb in or near a building
should be treated as a fire emergency.

The Incident Command system will be used in
response to a bomb threat or explosion when local
or state government is involved.

TABS

AA~2-1 Bomb Threat Report Form.
AA-2-2 Bomb Threat Procedures during working

hours.

AA~-2~3 Bomb Threat Procedures during non working
hours.

AA-2-4 Bomb Threat Procedures suspicious package
found.



TAB Aa-2-1
BOMB THREAT REPORT FORM

INSTRUCTIONS:BE CALM, BE COURTEOUS, LISTEN, DO NOT INTERRUPT
THE CALLER, NOTIFY SUPERVISOR/FELLOW EMPLOYEE BY PREARRANGED
SIGNAL WHILE CALLER IS ON LINE.

Date TimeCallStarted TimeCallEnded

Exact Words of Person Placing Call:

QUESTIONS TC ASK:

1. When is the bomb going to explode?

2. Where is the bomb right now?

3. What kxind of bomb is it?

4. What does it look like?

5. Why did you place the bomb?

TRY TO DETERMINE THE FOLLOWING (CIRCLE AS APPROPRIATE)
Caller’s Identity: Male Female Adult Juvenile Age years
Voice: Loud Soft High Pitch Deep Raspy Pleasant

intoxicated Other

Accent: Local Not local Foréign Region

Speech: Fast Slow Distinect Distorted Stutter Nasal

Slurred Lisp

Language: Excellent Good ‘Fair Poor Foul Other

Manner: <Calm Angry Rational Irrational Coherent

Incoherent Deliberate Emctional Rightecus Laughing

Intoxicated

Background Noises: Office machines Factory machines Bedlam
Trains Animals Music Quiet Voices
Mixed Airplanes Street Traffic Party
Atmosphera

ADDITIONAL INFORMATION:

AA~2~1=1 KyDES=06=-91



action to take immediately aifter call: Notify appropriate
personnel as specified in written instructions on bomb
threats. Talk to no one other than instructed by your super-
visor.

RECEIVING PHONE NUMBER PERSON RECEIVING CALL

AA-2-1-2 KEyDES-06-91
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